[ " de Misjtemlsets Mo " Isd * dOEzCd
sd’ of Cd2 dzOY' fsdz0O de'ldad 2 difdy lseo jOs ff) d IOjES
10y BdkOd dzO OCOHj & "W dzOkS v St
wkhlsdskzls Isj dzj § & dgszOWO YesZ 5 ' dz¥ st ROy

Ministry of Education and Science of Ukraine
Kyiv Nation al University of Construction and Architecture

National Academy of Sciences of Ukraine
Institute of Telecommunications andGlobal Information Space

(sdfdd1wyr ¢ 11l rso
so Pt RrRUJrIsd{trevUL] O

ENVIRONMENTAL SAFETY AND
NATURAL RESOURCES

1B todzd € d BzO0lf GO
I'd f BiH9), dzd § § elzi tc j BOF3de’.

1 OMmdesoa Odzgd2 E 2008 te.
IdisHdl! 4 ©OLd &O ' ¢

Academicjournal
Issue3 (47), Julyi SeptembeR023

Founded in 2008
The journalis publishel 4 timesa year

s R w2023

KYIV 20 23

sted



~2~

LITIIURE trrdsult e AR v R o
e whg 2 @ GO

{

Y dg.
1osvuvli i RsrR L JfLIvdad td. .

1

1

b

—
-e-

tc

s pu b n ) bt who
I¢I{J[I¢PZ.NDqu¢9fUlSt
TR L1 0 viRr dsuft Dw. sOftd Msjnd dzOE¢C

tor swsvapd [ 4 we

I Joucr e Isjndz. dzOEC [lyrweovrtroas ,sjrde.  dz2O
[ oY1 $[QdzH = dzls fd@INC , . b ady Rzmte Isj ndz.  daC
. fF.L) 1Rt WBQl. d&ZOES, fu.l g Hdehp Vs j m dz.  dzOEz €,
OC OHY i3] 6 [. . vrtrots?|slj,ndz. dz2Ok
1.1 1t (BJ ~ndz. dz0OEC [J . sRm[p | sHte Isjrdz. dzOE¢
u. |l 1 ohstd [ b5 A dff tc O €, v.f. vsovYyHipslsj mdz. dzOk
1.1. soudmwtswisg ~dz. dzOEC 1. [. virRmedslsjndz. dzO¢
[.1. s{lHixsly.j ndpeSY . IJoeuRr([ [ sHe, WBBQI. dzOE
1.fsdvyruvfrte Isjnrndz. dzOESC, 1. na A Hfisf llsj mde. dzOE €,
v.auRI[f e Isjradz. dzOEC, . w. vy HitgJuEdzOEC
[.lsturr[sHte Isjrnds dz2OEZS wus. ;¢,[¢1u?§11|8 1'54 dz. dz
I{Jwfrssflu?dgBulsjrdz. dO| . [. csfHE |bjrndz dz2OEC
v.o . 1 9Qdagn dzgls dzOE ¢

fwryotdg trroshAwsr ¢ tord

[, Joffemy ., )Isd hO 0. JwaBMd H&]JS, AtcOdz
. rrfrwwteslsjnde. deOES, | fonepy  Hte -dn. dzOE ¢,
ANzCEM' BO, cftsde w c. lrsufuteusty . , 1 tsdz' PO
r. fufpesd., Jjedisstedliuy ftes¥., sdkO2?

{ jSBdj dzH 5o Olztyj dets® HUENEdSIS ) C sz dz COYy' 2 ° ¢
"zl St BOY' 2 desE s f teh frildostdsiAs T3 g 8.092008) O °

18" dd ¢ dzOLC o 4 F datf 6O Isp i F oz OR sd@EC o d n O

(SOBjete' v "1"), o wedn aEnilklsofiyte dzdCL &c®ls ¢
LHSBEIIY dOECtodR Mz j d' o H®SEGGIWOY dzod C" Is OF
RO T ®" M jy' Odr dzb ) ©F Bazteliisp,© 18P ' s ' &zOESC
02.07.28@)0, 263 (1 OCOL [ ' ulf tdds e lsee’ O 1628fe." Usld. 2 |

Je1r 1w v f ovsrRYL W atwfinrrug ¢or

i Sszse’ YydzO @ j L Twdalt s5tc BOJ~ QEziBERIS | B3O
fodiesHsS Stod Miskzo Odac BsH j dzv o O dade”
1Ade " d d2O0 B L jCO 9frdMmSkm 2d o' HE:

dbrtred trrosAuwy #o' Htsylsets ftets HJts

03186, d&. sd o, vyt sl 141463117 t o' H 2

wdzmisdIskzls Isj dzj ¢ sd3kz dz

Cd stedsOYy ' 2 detse s ftets

vjdzj Wisded: 8790 44) 24 [(dzj SlstesdzdzO 9 j tefp' W
(044) 52422-62 http://www.esjournal.inua z ¢ c @' dz

E-mail: e.voloshki@gmailcom SO Odzcdz' 2! Cts8 dd3tso

@ av Creative Commons WordWitler i buti onée 4.0

ted



1 fuw v

tsdfJuyrorr1rrsd
voJur JIRIRE ST I{s{tREVUVLI L1 C

Jdaz' 2dedS [ . C., v J dzd dz0 [ ez’ 2 dzd Sf¢sdQir
ofdzdolz Gilsjtesej degdesfils™ B s dz' 9C (d
LOBtolzH dzj dz2 € ép'émtejc@Rlewe@recéeé. 5
Mustafayev M.G., Hajiyev A. K Hasanova A.Kh. The potential
development way of Azerbaijan's melioriation and water managemeét e 21

1Oh jdC€ts ). [ ., Tbustemidzsd®d] ue jLf§j yd
10 st L €57 [ ¢ LS tc BREBEBEEE éoé éXdack ..o 29
sdRjdt [.f., [SB&EECOY®B. s OMmfj¢
kjrRdsdzse' @ hbkydsces ¥ slstshddejéeéz 39
|z h jdeS s ot . f ., B4 Ao jodXdsizy v . HIS.h t5
cLjdzjdzddsde §sSCte' o dzw B] -HizOdztsfotdsteCsizC
clitijrntciMmMswéédeéRécpedeescéééééé.. 49

ARI wf ?21 ¢ 1r1Yrso

e d . dz. , 146t 2 uv. [., Il stetse d y!
Al e 2 Yy .dC.O T dHj CMME fesW M @.dz 59
{
(

tloAwspmy [ 1wy
fouvRrRY [ fdrelfstiérrc

secdy, sy’ 2€C1Q [sdeshpu, [ dise ddzj d
Wzl st Oy " 2 dz - jsth & 'ddiy ozts ¢ O th 1 Ul jECelsilbte « 75

stesWdBuUkzS 10O tsteisHdvdh dzv § sos dzf d3d .k
ZJowegl.dzO t OHylkzCu tsuBgY j.dz¢ 5 dzQ fry Iss'tsdg d3 ‘v
Bsdz' ststed dzc M OwWdz " j Eadisfedibpisigstipdnsy B o dz
LOfseo  Hdzd S O o dzOM&ze e EEceeéRrMmeeBed 94

A
U

Ustimenko V., Pustovit O. On security of GIS systems with-tier
architecture and family of graph based cipbeésé ¢ ¢ 6 ¢ 6 ¢ é € é 113

102yjo s.l1., 10Mmddj dS, & sk =i, ¢ O
[ilssH MistekSkktds OHOfkOY' ' ¢ Of
Heflsso ' dshls' §jtwjnoy * d¥bstdoy' 133

steddz € 1. [ 5] . FudaBiSHGB®Y Riakedzj Bl
BOd&sYddr MstekzC skt duind jdgasidsCal’ Qpyckds 144

Kapanadze G., Balavadze V., Kristesiashvili L., Archvadze VSearch for
an equaltrength contour inside a viscoelastic rectafigleé é ¢ é € é . 154

,,,,,,,,,,

rdlwrffo ovléeredléeééecéeeé. éé . éééeéée. 163

sted f



~ 4~

CONTENTS

ENVIRONMENTAL SAFETY AND
NATURAL RESOURCES

Oliynyk O., Telyma S, Kalugin Yu., Oliynyk Ye. An analysis of the
influence of the biofilm heterogeneity atme effectiveness of organ

,,,,,,,,,,,,,,,,,

Mustafayev M.G.,, Haj i y e v HasAhovd . A Kh. The potential
development way chzerbaijan's melioriation and water managementéare

VashchenkoV., Korduba |. Problems of safe operation @aporizka NPP

,,,,,,,,,,,,,,,,

,,,,,,

Hlushchenko R, Tkachenko T Rai nwat er manageme
on the example of traele u s i n e s Re r @&k rhtrDaigrd ¢itya & ¢ .

CIVIL SAFETY

Deryugin O., Nehrii T., Borovytskyi O., Stolbchenko O., Arkhirei M.

,,,,,

INFORMATION TECHNOLOGY
AND MATHEMATICAL MODELING

Dovgiy S., Kopiika O., Kozlov 0. Lytvynenko A. Information

,,,,,,,,,

Trofymchuk O., Zahorodnia S., Vishnyakov V., Klymenko V.,
SheviakinaN., Radchuk|., TomchenkoO., Slastin S. Space monitoring o
violation of the ecosystem conditi of the Black Sea biosphere reserve i

////////////////////

/////////////

Zaitsev S, Vasylenko V., Trysnyuk T., Sokorinska N. Method of
adaptation of cascade codestwsure reliability of information transmissic

,,,,,,,,,,,,,,,

,,,,,,,,

rrrrrr

,,,,,,,,,,,,,,,,

.5

29

. 39

49

. 59

75

. 94

113

133

. 144

154

. 163

sted



~5~ @
0 (siffiwy1 o 1r1dpso
sofu1 JJR{RL LTSIt REVU]
ENVIRONMENTAL SAFETY AND NATURAL
RESOURCES )
/

urs 628. 35

Oleksandr Oliynyk, Corresponding member of NASU, D.S. (Technical), Professor, Chief
of the Departament of Applied Hydrodynamics

Sergiy Telyma,PhD, SenioResearch Associate
ORuID ID: https://orcid.orgd000-:000301090696e-mail: satelyma@gmail.com

Yuriy Kalugin, PhD, Senior Research Associate
OR4ID ID: https://orcid.orgd000-00030720:0665e-mail: forkalugin@ukr.net

Yevheniy Oliynyk, Principal engineer

Institute of Hydromechanics of NA§ Kyiv, Ukraine

AN ANALYSIS OF THE INFLUENCE OF THE BIOFILM
HETEROGENEITY ON THE EFFECTIVENESS OF ORGANIC
POLLUTION REMOVAL IN BIOREACTORS

Abstract. A mathematical model of biological purification of wastewater from
organic pollutants in the conditions of an aeration tank with a fixed biocenosis
(biofilm of microorganisms) is presented. At the same time the peculiarities of the
formation and modelingf a complex heterogeneous stratified structure of a biofilm
with variable processes and parameters along its thickness are considered and
taken into account on in particular the processes of mass transfer and concentration
of microorganismdt shown that the treatment processes in heterogeneous stratified
biofilm are desigated by the effective diffusion coefficient which is depended on the
pollutions concentration. Owing to that the polluti@mcentration is changing of
along the biofilnthickness and increase from the surface to the biofilm bottom the
decreasing of theffective diffusion coefficient is observed. On the base of the
provided experimental investigations the change of the effective diffusion parameter
along the biofilm thickess may be specified according to linear law. The quantity
criteria of the first andzero order kinetic andMonod equation were used in the
practical calculationsAscertainthat the substrate removal have a place on the
early part of the biofilm which aounts to 2025% from the its full thicknes©n

the baseof the created biofilm modaeif the heterogeneotsdratified structure the
comparative analysis and valuation of the different investigations of the pollutions
removal during the treatment processat using of the homogeneous and
heterogeneous structure of the biofilm were treatedvas designated that the
pollutions removal effectiveness depends on the biofilm featboest the some
main parameters the homogeneous and stratified biofilms iredadatost the same
microbial activity and the difference depends on the effectivesiiff coefficient
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on the biofilm output. In the dependence on the hydrodynamic conditions of the
treatment processes the homogeneous biofilm activity may be lowerr bighe
similar one of the stratified biofilm. Heterogeneous biofilm has the loweritgctiv
near the biofilm bottom at the high values of the effectiveness coefficient than the
homogeneous one at the average values of this coefficient and the substrate agains
of the which the microorganisms growth is depended on to penetrate more in depth
in stratified biofilm than in homogeneous one.

Key words stratified modelbiofilm; organic pollution concentrationstreatment
effectiveness
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THE POTENTIAL DEVELOPMENT WAY OF AZERBAIJAN'S
MELIORIATION AND WATER MANAGEMENT AREA

Summary The articleis devoted témprovement of the agriculture of the Republic
of Azerbaijan, creation of an abundance of crops, solution of the reliable supply of
food products to the population, provision of efficient use of water resources in the
country, improvement of water managam etc.The ways of development of the
country's reclamation and water management by summarizing the results ef multi
year data and scidific-research works were examined and noted, the reforms
carried out in this field, major construction works, thetgygial development of
grain growing, cotton growing, tobacco growing, cocoon growing and other fields
in the country, as well as new imfisation on the melioration measures performed
as a result of the implementation of the tasks related to the credtiagraparks
and large farms was examined, as well as information was given on the works being
carried out on the improvement of the medition potential, and the improvement
of the water supply and melioration condition of the irrigated lands with the
implementation of the measures planned for the future, the improvement of the newly
irrigated lands as a result of its commissioning, rel@aptovision of bread and food
products to the country's population at the expense of domestic production;
Information about the implementation of various projects for the protection of
buildings and other infrastructure objects from the harmful effecftoofls and
floodwaters, and for their more efficient use due to the regulation of water resources
of rivers has been emtioned.
Key words: Agriculture; water resources land reclamation arable land
groundwatey, main canalscollectordrainage network
https://doi.org/10.32347/24144049.203.3.21-28

Introduction

The Republic of Azerbaijan is located in a zone with very complex natural and
geographical conditions and is a country with ancient irrigation agriculture. As the
territory of the country isocated in a dry and arid zone, it is impossible to grow
agriculural products here without irrigation, reclamation and development of water
management. It is difficult to harvest agricultural crops without irrigation in the
arable KuraAraz plain of the eea. Despite the fact that the history of irrigation dates
back b ancient times, the construction of engineering irrigation systems in this zone

OM. G. Mustafayev, A. K202H:
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began at the beginning of the 20th century. Research conducted in this zone shows
that there is no naturdbfv of drain water. Therefore, it is very important to build a
cadlector-drainage network along with the irrigation network in this zone.

As a result of the implementation of these measures, the improvement of the
water supply and melioration condition tife lands in our republic, the reliable
provision of food produstto the country's population as a result of the use of newly
irrigated lands, the protection of residential areas, agricultural fields, hydrotechnical
facilities and other infrastructure fites from the harmful effects of flood and
flood waters, rives due to regulation of water resources, it will be possible to use
them more efficiently.

Research object and methods

As a research object, water physical and chemical properties ofddilgads of the
Republic of Azerbaijan, their modemmeliorative condition were studied and
analyzed based on literature data. Methodological study of the specified research
object is evaluated based on the accepted methods in the study of land reslamatio
issues. For this, a systematic approach and systeamstlysis methods were used

in the study of the issues.

Analysis and discussion

In our republic, which is an ancient irrigation farming country, the development of
reclamation and water managemeshich plays an important role in the rise of
agricultue, the creation of crop abundance, and the reliable supply of food products
for the population, the reforms carried out in this field, lesgale construction
works, the creation of a wide reclamatjpotential and the adoption of prospective
programs a part of world politics. It is related to the tireless activity, hard work and
visionary policy of Heydar Aliyev, a weknown leader, a wise and visionary
politician, the national leader of the Azeijhai people [1].

This area has been in the spotlightecent years. Thus, the organization of the
normal operation of the reclamation and irrigation systems, the repair and restoration
works in the required volumes, the improvement of the water supglsealamation
condition of the irrigated lands, th@mtinuation of the fight against floods and
floodwaters and other relevant measures were implemented. So, at the expense of all
financial sources, in 2002021, construction, reconstruction and restorabf
4.6thousand kilometers of irrigation canals4 3housand kilometers of collector
drainage networks, water supply of lands on 483 thousand hectares and 307 thousand
hectares of land improvement of the land reclamation was completed,
204,000hectars of newly irrigated land areas were included in ttagp gotation.

More than 800 kilometers of existing soil protection dams have been substantially
raised and strengthened, 203 kilometers of flood protection measures have been
implemented in rivers, 3,d6subartesian wells have been dug and put into use to
improve the supply of irrigation water to agricultural fields, as well as to meet the
population's need for drinking water. 4 reservoirs with a total water capacity of
456 million cubic meters (Takhtakpu, Shamkirchay, Tovuzchay, Goytepe) were
built, as vell as 3 reservoirs with a total water capacity of IBilion cubic meters
(Pirsaatchay, Zogalavachay, Lavain) were repaired and restored [2].
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The construction of the Khanarkfanal included in the "&onstruction of the
SamurAbsheron irrigation system” project in 2006, the restoration of the main
intake facility located on the Samur river, the construction of the main water drain
near the Samur river, the length of the fB6t kilometers of the SamifAbsheron
canal and the length located in this section Reconstruction works ofkil@snéters
of inter-farm canals were completed in 2007.

The construction of the 3rd part of the Main Nugan collector, which ensures
the disclarge of saline groundwatfrom 500 thousand hectares of irrigated areas of
the republic to the Caspian Sea, was completed in 2006 and connected with the
Mil -Karabakh collector [34, 5, 6].

In order to transfer water from the 50th kilometer of the SafMusheron canal
to the Taktakorpu reservoir, the construction of theKkB®@meterlong Valvalachay
Takhtakorpu canal, which was started in 2008, and the Takhtakorpu reservoir with a
total water capacity of 268.4 million cubic meters (with a Hydroelectowe?
Station with a totakapacityof 25 MW together) andhe construction works of
T a k ht aCeyWanlgatgn canal, which is about Xkil8meters long, were
completed in 2013.

On November 15, 2014, the opening ceremony was held in the presence of
Mr. llham Aliyev, the President othe Republic of Azerbaijan. The construction
works of 60.5 kilometers long highway canals, which will provide the construction
of the Tovuzchay reservoir with a total water capacity of 20 million cubic meters
was completed in 2016.

In order to fulfill thetasks given by the President of the Republic of Azerbaijan
regarding the development of grain growing, cotton growing, tobacco growing,
cocoon growing and other fields in the country, as well as the creation of agroparks
and largefarms, the Joint Stock @upany organizes the normal operation of
reclamation and irrigation systems, improves the water supply and reclamation
condition of irrigated lands, expands the fields, fighting against floods and
floodwaters and other directionsyrtinued its successfuttivities in 2021, as in
previous years [1].

In order to create agroparks, larggale grain growing, cotton growing and other
farms, the works of increasing the pumping capacity of the pumping station of the
Shamkir machine chanhand installing the 120®ogonometer sections of the
3775pogonometer pressure pipeline for the repair and restoration of its first turn
have been completed. In order to provide irrigation water to 6,955 hectares (of which
1,582 hectares are newly irrigat areas) of Goranboy lieg, construction of
15,413pogonometer long concreli@ed interfarm distribution canals was carried
out in the zone of the second turn of the Shamkir machine canal. Works on the
construction of 9,506 square meters of reinforaeshcrete lined distributin
channels and 12,000 square meters of emergency drainage channels with facilities
for irrigating 9,461 hectares of new land located on the left bank of the new tributary
canal of Araz have been completed. 25,335 pogonometer®s#dcdrains and
108,032pogonometers of closed drains were built to improve the melioration of
3,500 hectares of winter pasture land in Sabirabad region.

With the completion of irrigation water supply works for 2960 hectares of land
belonging to the agridtural park in Yevlakh @trict, construction of 1 reserve water
pool with a volume of 100 cubic meters, installation of mechanical and electrical
equipment of the pumping station, external power supply and laying of pipelines
with a pressure of 13114 pmgometers were carried toun order to create an
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agropark of 12,300 hectares in Sheki and Oguz regions, joint construction works
with 4,820meterlong closed collector and water coolers were carried out, and

3,860hectares (of which 560 hectares are neigation gas fields) wer provided

for Agsu region. 3775 pogonometers of the channel are being reconstructed [2, 3].

Distribution of 4150 pogonometers of reinforced concrete distribution channels
to improve the water supply of 1496 hectares of land infMaty of Aghstafa region,
and | level pumping station, 4006 pogonometers of pressure pipelineniebérs
long pipeline to improve the water supply of 865 hectares of lkinki Shikhli village
of Gazakh region. work has been done. In order to improve ther wapply of
agricultural crops on the Absheron peninsula, 256 pogonometer sections of the
Absheron main canal were reconstructed and the construction of the
885pogonometer closed construction in the Binisi part of the canal was completed.
By the Decree othe President of the Rablic of Azerbaijan, 3,600 hectares
(of which 450 hectares are newly irrigated areas) in 177 settlements of 38 cities and
districts of the Republic of Azerbaijan are provided with irrigation water for
agricultural fields and yarglots used for cultivatin, to improve water supply, and
to meet the population's need for drinking water. Pregetimate documents of
20subartesian wells are prepared and drilling works are being carried out. At the
same time, drilling works in the meaining 71 subartesian W& from 2020 were
completed and put into operation. Delivery of irrigation water from the Kura river to
the land belonging to the agricultural park in the territory of Hajigabul region with a
pumping station with a consumption&0 n#/sec.

The results blong-term experiments show that the compaction of the subsurface
layer can be eliminated by plowing to a depth of 60 cm andldespning to a depth
of 1.0 m. In places where deep plowing and loosening has alreadgavged out, it
iS necessary to agrop rotations: here are the main agricultural crops (cotton, cereals)
must necessarily be replaced by alfalfa for three years. In order to obtain high yields
from loosened soils, it is necessary to apply-tiered orgaic and mineral fertilizers
(to the arable and suhrable horizons separately). Such a system of agriculture mixed
with cultivated plants creates a powerful highly fertile layer in the soil for three years,
the thickness of which reaches&0 cm or moreT, 8,9, 10,11].

Retaining wallsl863 pogonometers long were built in the rivers passing through
the territory of Balaken, Gakh, Sheki, Gabala Guba, Khachmaz, Aghjabedi and
Lankaran regions of the republic for strengthening the banks and eliminating the
emergency situation in the riversiel to flood and flood conditions.

Improvement of water supply to crops in Tovuz, Aghstafa, Gazakh, Oguz, Zardab
and Saatli districts, provision of water to livestock complex in Shamakhi district,
protection of border post® the territories of Gakh and Gar districts and the
territory of Viravul village of Lankaran from floods and flood waters of the
Viravulchay river is ensured. the preparation of project documents for the work has
been completed.

At the same time, in @ordance with the implementatiohtbe projects included
in the "Measure Plan for 202022 on ensuring the efficient use of water resources"
approved by the relevant Decree of the President of the Republic of Azerbaijan, the
length of 295 kilometers, wih a consumption of 12 kbm/secetKyzylarkh Canal,

22.4 kilometers long, with a consumption of 20.2 kbm/sec, and the length of the
Tartar Left Bank, for providing irrigation water to 29,660 hectares of land in Tarter,
Goranboy, Yevlakh and Barda regionalork on the technical and econami
justification of the reconstruction of the Xanarkh canals with a length of
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12.6kilometers and a consumption of 10 kbm/sec, and the Upper Zeykhur canal with
a length of 42 kilometers and a consumption of 4.5 kbm/sea;hwhiovides
irrigation water for 691 hectares of cultivated land in Gusar region, has been carried
out [2,3, 4].

Thanks to the projects implemented by the society in 2021, the water supply of
9.5 thousand hectares of land and the reclamation condition of 3.5 thousand hectares
of land wee improved, and 2.1 thousand hectares of new land was provided with
irrigation waer. Management and affiliation of the Commission established by the
Decree of the President of the Republic of Azerbaijan dated April 15, 2020
"On measures related to ensigrithe efficient use of water resources" with the aim
of ensuring the efficientae of water resources in the country, improving the
management of water management and coordinating activities in this area with the
participation of institutions, in the comidns of last year's severe drought and water
shortage, appropriate preventiveeasures were taken to ensure the supply of
drinking and communal water to the population, water supply to agricultural fields,
and electricity production, working regimes feater reservoirs and main canals
were prepared in an efficient manner and pralgribution of water, efficient and
economical use of water was ensurecb|4).

As is known, the yield on irrigated lands is higher than orinayated ones. In
light of this, one of the main conditions for creating food abundance is to increase
thearea of irrigated farmland. To do this, reservoirs should be created and irrigation
channels should be built taking into account the relief conditions and water resources
of the country. The creation of such a system will increase yields oirngated
areas, while at the same time restoring the fertility of these soil41102].

In order to improve the water supply and melioration condition of the irrigated
lands, 58.0 ntlion cubic meters (14,200 kilometers of irrigation, 1,900 kilometers
of collecbr-drainage network) of irrigation and collecirainage networks were
desilted, 53 kilometer part was covered with concrete, 5250 hydrotechnical devices,
6100 subartesian We, 330 pumping stations were fundamentally and currently
repaired. 16.3 milliorcubic meters of sewerage works were carried out in river
channels, 6.5 thousand cubic meters of 1stcke and fashin, 2.1 thousand cubic
meters of gabion dams were instajlesthd 25.7 thousand cubic meters of repair
works were performed on stogencretedams.

Reinforcement works were carried out on the 1&rl@neter section of the earth
protection dams built along the Kura, Araz and mountain rivers that meet them, and
embankment works with 44,130 cubic meters of stone and concrete products were
carriedout.

As a result of the measures taken, the irrigated land areas were mainly supplied
with irrigation water. All agricultural plants in the republic were irrigated 3 times on
average in the area of 1 million 443 thousand hectares. At present, the 8ociety
continuing to implement relevant measures in order to further improve the water
supply and melioration condition of agricultural fields. For the purpose of accurate
accouning of water resources, 18 modern water measuring devices were installed in
the main irrigation canals, and at the same time, an automated control system
(SCADA) was installed in 694 subartesian wells. At present, work is being done in
the direction of crating a centralized electronic accounting system for the Society,
an electronic dtabase of reclamation and water management facilities, a single
electronic accounting database for human resources, financial and accounting, and
organizing electronic documecirculation [1,6].
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Construction of distribution canals for supplying watenirthe new branch of
the Araz River to newly irrigated lands, reconstruction of the Gazanarkh canal to
improve the water supply of farmlands in Agsu region, water supply o th
farmlands of Khanliq, Kemarli, Aslanbeyli, Gaimagli and Ikini Shikhli villagés
Gazakh region. restoration of pumping stations and underground irrigation
networks (on the Second Shikhli farm), increasing the pumping capacity of the
pumping station offte Shamkir machine channel and repair and restoration of its
turn |, design andanstruction of inteffarm distribution channels in the zone of
the second turn of the Shamkir machine channel are planned. Also, carrying out
amelioration measures in the wentpastures located in Sabirabad and Salyan
regions, improving the supply of igation water to agricultural fields
(in Hajigabul region), designing and digging subartesian wells in order to improve
water supply in the regions, fighting against the hairaffects of flood and flood
dangerous rivers, and eliminating the emergenajasitn. measures, preparation
of technical and economic justifications and project documents of Hekarichay and
Bargushadchay reservoirs, repair and maintenance of Sugovusihisim (
a 5.2kilometer main canal), Khachinchay (with akifometer canal), Ashagi
Kondalanchay, Kondalanchdy and Kondalanchag reservoirs. restoration,
preparation of the feasibility study and project documents for the restoration and
development of thenelioration and water management complex in the liberated
territories of AgdamiFuzuli and Jabrayil regions, reconstruction of the Tartarchay
Left Bank canal, Maiden Castle water Various measures are being taken by
preparing the technical and economidification of the construction of the main
canal from the warehouse and projestaments [13].

Results

With the implementation of these measures, the improvement of the water supply
and melioration of irrigated lands, the reliable supply of breadaaproducts to

the population of the country due to internal production as a result of the use of newly
irrigated lands, the harmful effects of flood and flood waters of residential areas,

agricultural fields, hydrotechnical facilities and other infrasture facilities. there

will be ample opportunities to protect them from their effects, to use them more

efficiently due to the regulation of water resources of rivers.
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PROBLEMS OF SAFE OPERATION OF ZAPORIZKA NPP
IN THE CONDITIONS OF WAR IN UKRAINE

Abstract. Among the specified types of terrorist threats, the most dangerous today
is the nuclear threat, which has moved from the realm of the probable to a real
military-terrorist attack on th&ZaporizhzhiaNPP and its capire by the occupiers.
Therefore, the igge of determining the level of nuclear and environmental safety of
Ukraine's nuclear power plants in extreme war conditions, using the example of the
situation that developed at the Zaporizhzhia Nuclear Power PIANPP), the
largest in Europe, is extrenyeurgent, precisely because of the station's location in
the war zone.

During the period of the fukcale war, there have already been dozens of warheads
hitting the objects of the critical infrastructure of the M the external and
emergency power sply of the ZNPP (transformer equipment, power supply
systems to consumers, the premises of diesel generators, the industrial site of the
station, and othels There have been corresponding emergency shutdowns of the
power units of the ZNPP due to the blagkof the station and due to the forced
disconnection of consumers as a result of the destruction of various objects in the
power grid systems. These events cause great alarm and concern of the world public
regarding the possibility of new global nucleacological disasters due to nuclear
radiation accidents at the ZNPP. Many years of global experience in the operation
of nuclear power reactor facilities (NPRF) and their safety regulation, as well as
lessons from tlargest nuclear and radiation accidsrdt NPPs, have revealed the
insufficient validity of traditional probability indicators and safety criteria for
NPPs, including the Zaporizhzhya plant. Probabilistic approaches to assessing the
objective level of daty of the Zaporizhzhya NPP in extreomnditions of war are
insufficiently substantiated, taking into account, among other things, the need to
predict the possibility of the occurrence of unlikely emergency events and their
combinations, which will haveatastrophic consequences.

Therefore, caducting an objective assessment of the level of nuclear and radiation
safety at the ZNPP due to the station's location in the war zone, as well as
substantiating practical recommendations for preventing nuclear and
environmental disasters at the NPPs &Faine, is an extremely urgent issue for the
entire nuclear energy industry of Ukraine.

Keywords Zaporizhzhia NPP nuclear energy of Ukraine nuclear and
environmental safety of ZNPRxtreme operating conditions @NPP in war
conditions prevention of serious nuclear and environmental accidents and
disasters.
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ENVIRONMENTAL ASPECTS OF USING ARTIFICIAL
PHOTOSYNTHESIS TECHNOLOGY FOR ENVIRONMENTAL
DECARBONIZATI ON

Abstract.The increasing levels of carbon dioxide (@ the atmosphere have been
recognized as a major contributor to global climate change. As a result, there is a
pressing need to develop sustainable endfriendly methods for mitigating GO
enissions. CQrecycling has emerged as a promising solution, aiming to convert CO
into valuable products while reducing its impact on the environment. This work uses
the CQ recycling approach, which involves thenwersion of C@emissions into
useful orgnic compounds. An experiment with artificial photosynthesis is carried out
with the help of a special installation, where £i(dergoes photochemical reactions
that contribute to the formation of organic compourRisotocatalytic conversion of

CGQ; is envionmentally friendly as it uses light energy and renewable raw materials
to produce valuable chemicals without producing harmfupfmducts or wastelt

has been established that %i@ the form of anatase and rutile is the most common
CO; photocatalystAs a result of the experiment, the main output products were
methanol, acetate aldehyde and acetone. The use of ultraviolet radiation and an
electric field significantly affected thgynthesis of organic substances and their
quantity. It can be used in maus industries such as fuel, chemical and
pharmaceutical industries. In particular, methanol, acetate aldehyde and acetone are
promising substances for the use and production ofiglief

Key words:recycling carbon dioxide climate changgartificial photosynthesis
processing of C&) atmospheric airorganic substances.
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EXAMPLE OF TRADE-BUSI NESS CENTRE APEREKHRESTI

NWATER MANAGEMENT BY AGREENO ROOFS C

DNIPRO CITY

Abstract. The densifiation of urban building causes the replacement of urban green
areas with negative environmental impact. Therefore, it is necessary to move to the
concept of combining living plants with building structures. The concept of green
construction isa universalapproach that allows not only to reduce the negative
impact of construction on the environment but on the contrary, to ensure a positive
impact on the environment. This concept can be applied at all e a single
building to neighborhods or setements. One of the serious problems of cities is the
management of stormwater runoff. They carry trash, bacteria, heavy metals and other
pollutants through storm drains into local waterways. The most common means of
managing urban runoff are¢@m sewer gstems, which have the conventional name

of "grey infrastructure." These systems are ageing and require expensive repairs. Due
to climate change, the amount of runoff is increasing, which leads to exceeding the
carrying capacity of the systenThe develoment of territories significantly disrupts

the water balance. The sponge city allows effective solving of these problems thanks
to the maximum approach of the functioning of buygltareas to unbuilt ones. In this
work, a "green" roof is beingeveloped otthe roof of the "Petidhrestid’ shopping

and business center in Dnipro city. To do this, the volume of precipitation in the city
for 2022 was analyzed. The "Roof Garden" system from the-Bikteine company

was adopted. This system currently has a man§iif0% retention of precipitain

falling on green areas. To dispose of water from pedestrian areas, it is necessary to
install water storage tank(s). It is advisable to use this water for watering green areas
or for toilet needs. Two toilets in the puliliilet ensure the emptying thie tank(s) in

15 days. Increasing the number of sanitary devices simplifies the water supply system
and increases the resilience of objects to climate change.

Keywords: "green constructioh "green" roof rainwater, stormwaer runoff
sponge cityrainwater management
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EVALUATION OF THE OCCUPATIONAL RISK INDEX
OF THE FOREST FALLER

Abstract.The purpose of the work to assess thgrofessional risk index of a fores
feller, taking into account: ergonomic, psychosocial and hygienic factors and
individual parameters, with the development of practical recommendations for
reducing diseases of the musculoskeletal system, taking intardadbe adaptive
capabilities of gperson.

To estimate the occupational risk index, methods were used to determine the danger
from the working posture, the influence of psychosocial factors, and individual
indicators. The assessment of the indexcofupational risk of injury/disease ofeth
musculoskeletal system was determined on a scale fronl.OT determine the
adaptation capabilities of forest loggers to resist physical exertion, we used the
method proposed by R.M. Baevsky

A procedure has been developed for the assessmentaddhgational risk index
during the performance of various logging operations of a forest logger based on
the assessment of ergonomic posture, the influence of psychosocial, hygienic
factors, and indiidual parameters. It was determined that the work relatethe
technological process of harvesting wood and cleaning trees from branches and
knots has the highest degree of risk. It is shown that the greatest influence on the
value of the occupationaligk index is caused by an uncomfortable ergonomic
postureand a psychosocial factor, while when whipping whips and their lodding
psychosocial and hygienic factors. It has been established that the greatest influence
on the adaptive capabilities of a st feller has an uncomfortable working posture
and a psghosocial factor.
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The relationship between adaptation possibilities and the discomfort of the working
posture, psychosocial and hygienic factors has been established.

It is shown that for the fellingf trees and sawed off branches, it is necessary to
provide workers with high adaptability, while it is desirable to involve workers with
low adaptability in the trawling of whips and their load.

Keywords:risk; forest faller ergonomic riskuncomfortable posturgsychosocial
factor.
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INFORMATION TECHNOLOGIES OF APPLICATION
ARCHITECTURE'S IT SERVICES

Abstract. The development of the System Architecture of thanft@structure
focused on the usage of modern Data Centers is considered. The purpose of the
research is to develop a strategy for the development of the System Architecture of
the ITinfrastructure based on the usage of advanced methodologies and concepts
of | eading manufacturerdéds hardware and
infrastructure construction is formulated: Ihfrastructure architectures define a

set of sendes. ITservices are provided to three groups of clients. IT services and
clients are connected by 5 implementation scenarios. The integratiorsefites

is determined ¥ 5 architectures. As IBervices, we understand information
technologies aimed amaintaining the following elements in technically good
condition: network devices, computing equipment, data storage devices, automatic
software deployment services, netwadrvices, perimeter protection services,
directory services, file and print sereis, data management services, business
application services, ITmanagement services, archiving and recovery services,
certificate management services, integration servidaghitectures define the
fundamental principles of building I3ervices and theirelationship. One of the

most important architectures is the architecture of software applications. The
architecture of software applications is determined by the businesisraf the
corporation and the approaches, methods of creating applications bydfisp
developer. It defines the execution environment for applications, mechanisms of
communication between applications and components, tools for controlling the
applicaton and managing its state, as well as storage for structured and
unstructured datdypes. Tasks of the architecture: to provide an environment for
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the execution of application components; support dispatching mechanisms for
communications between applicm components; implement tools for monitoring
the level of services and diagnagiproblems; provide storage of structured and
unstructured information. Standardization of the application architecture allows
you to minimize costs associated with the suppf several types of architectures,
each for a specific type of business applma

Keywords:information technologiessystem architecturdT infrastructure data
centers
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SPACE MONITORING OF VIOLATION OF THE ECOSYS TEM
CONDITION OF THE BLACK SEA BIOSPHERE RESERVE
AS A RESULT OF MILITARY ACTIONS

Abstract. This work is devoted to the study of the impact of military actions on the
environment of Ukraine based on the materials of remote sensing of the Earth. The
authors proposed a methodology for determining the scale of fires and the degree
of damage to nate conservation objects using the example of the Black Sea
Biosphere Reserve. In particular, fires are identified with the help of the FIRMS
service, which subggently allows establishing the causes of their occurrence and
predicting their direction of gpad, as well as estimating the affected areas. The
paper presents the results of satellite monitoring of the determination of thermal
anomaly centers, their dgmics and extent of damage; a study of the areas flooded
due to the lowering of the reservos presented; an approach to comprehensive
monitoring of the disturbance of the state of ecosystems of Ratotected
territories of Ukraine is proposed. Thesearch was conducted in the period from
February 2022 to February 2023. Temperature activitg @etermined in the Black

Sea Biosphere Reserve and its adjacent territories, and areas of disturbance of the
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surface layer of the soil as a result of militavgerations were identified. The facts

of fires, the presence of enemy military equipment, tmstauction of various
fortification structures (trenches, trenches, shelters for equipment), the presence of
firing positions, the location and movement of aubdiles and other large vehicles
have been proven. The proposed research can be used to mardtalocument
environmental crimes caused by military actions. The obtained results provide
information to state authorities for decisiomaking regarding the gservation and
restoration of valuable natural reserves and objects, and also allows foregastin
changes in environmental risk due to military actions.

Keywords:impact of war natureprotected aregsrussian invasionfires; remote
sensing data
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ON SECURITY OF GIS SYSTEMS WITH N-TIER ARCHITECTURE AND
FAMILY OF GRAPH BASED CIPHERS

Abstract. Discovery of gregular treedescription in terms of an infinite system of
quadratic equations over finite field Fq had an impact amPuter Science, theory

of graph based cryptographic algorithms in particular. It stimulates the
development of new graph based stream ciphers. Istaut that such encryption
instruments can be efficiently used in GIS protection systems which-Tse N
Architecture. We observe known encryption algorithms based on the
approximations of regular tree, their modifications defined over arithmetical rings
and implementations of these ciphers. Additionally new more secure graph based
ciphers suitable for GISrptection will be presented.

Algorithms are constructed using vertices of bipartite regular graphs D(n,K)
defined by a finite commutative ring K withuait and a nortrivial multiplicative

group K*. The partition of such graphs aredimensional affine sces over the

ring K. A walk of even length determines the transformation of the transition from
the initial to the last vertex from one of the padtits of the graph. Therefore, the
affine space Kn can be considered as a space of plaintexts, and waikimggraph

is a password that defines the encryption transformation.

With certain restrictions on the password the effect when different passwdinds wi
K*)2s, s <[(n+5)/2]/2 correspond to different ciphertexts of the selected plaintext
with Kncan be acleved.

In 2005, such an algorithm in the case of the finite field F127 was implemented for
the GIS protection. Since then, the properties of encryptigorithms using

D(n, K) graphs (execution speed, mixing properties, degree and density of the
polynomal encryption transform) have been thoroughly investigated.

The complexity of linearization attacks was evaluated and modifications of these
algorithmswith the resistance to linearization attacks were found. It turned out that
together with D(n, K) graph®ther algebraic graphs with similar properties, such

as A(n, K) graphs, can be effectively used.

The article considers several solutions to the peablof protecting the geological
information system from possible cyberattacks using stream ciphers based
graphs. They have significant advantages compared to the implemented earlier
systems.

Keywords: Stream ciphersGIS protection Multivariare Cryptography Graph
Based Ciphergraphs given by equationgegular tree approximations
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1. Introduction

Graph Based Cryptography (GB@jea is moving with great speed into the main
stream of computer design, Information sciences, Information and Computer
programming, Artificial Intelligence and design, ArtifiCilntelligent and various

field of research. Aplication of GBC is in diverse area such as Data structures,
Communication networks and their security. A Grialsed approach centres on
conserving the environment of security events by breaking down faofors
observable data into a graph representatibrall cyber vestiges, from all data
aqueducts, counting for all once and present data. For secret communication, Ciphers
can be converted into graphs. The Application of Graph Theory plays a vital role in
various field of Engineering and Sciences. GBCuged for the key exchange,
development of Multivariate Public Keys, key dependent message authentication
codes and algorithms of Noncommutative Cryptography (sed430}

Especially Graph theory is commgnlised as a tool of symmetrncryption.

First cryptographical applications of Graph Theory appeared in the areas of
Symmetric Cryptography and Network Security. This paper reflects some results in
the area of applications of families of algebraic graphkarge girth of Extremal
Graph Theory to the development of fast and secure encryption tools to process Big
Data files. The vertices and edges of algebraic graphs &bgebraic varieties
defined over the field. The girth is the length of the minimalecircthe graph. This
paramete defines the size of the key space of corresponding cipher. The girth of
several known families of algebraic graphs of large girth is not computed. It just
evaluated via the lower bounds.

Observed and presented new ciphergeha multivariate nature. Thapace of
plaintexts is an affine varietg" defined over finite commutative rin§. Bijective
encryption mag- can be given by nonlinear multivariate polynomialsf,, € » f
from the multivariate commutative rir§[x1, %, €Xx,]. It acts on the affine space
accordingly the ruléx:, X, € o)Y (X, X, € p), o0, X, € ), &n(X, , € p), X
wheref; are given via corresponding list of monomial terms. Trapdoor accelerator
(see [27]) is a piece of informatiédnsuch thathe knowledge of allows to compute
the reimage oF in time O(?P).

In presented ciphers correspondents Alice and Bob sharea (fhe password)
and encrypt according to the robust procedure in @ or O(r?). The adversary
does not have a passwlo he/she can intercept large amount of pairs
plaintext/correspondingmhertext and try to approximate mapsandF. So degree
of F is an important parameter for the cryptanalytical studies. The most important
(active) part of password are is the infation about the walk in the algebraic graph.

Section 2 is dedicated wiscussion of the applications of algebraic graphs to
protection of Geological Information Systems. We discuss the known successful
example [2] of such application in 2005. It was baseddea of usage walks on
regular graphs approximating infinite27-regular. In fact the first description of
selected graph based stream cipher based on approximatopragofiar tree where
gis a prime power was presented at the beginning of 200indasst twenty years
many new results on the construction of new encryption tools and there cryptanalysis
were obtained. They lead to understanding of multivariate nature of these algorithms
andnecessity of usage of infinite algebraic graphs definediofigite commutative
rings of kindFq[X1, X%, € n] orxmore generd[xi, %, € ,n] wixereK is a finite
commutative ring. Implemented in [2] encryption map is a polynomial map of
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degree3 sud that their inverse is also cubical transformation. So,radwecan use
linearisation attacks and after the interception ©fn®) pairs of kind
plaintexts/corresponding ciphertext he/she can approximate the encryption map in
time O(n*°). So, Section 2si dedicated to observation of ciphers based on algebraic
graphs and resistant to such linearisation attacks.

The general scheme of flexible encryption algorithm based on special family of
algebraic graphs defined over commutative ring is presented there. The theory of
approximations of regular trees is presentefdation 3 which contains description
of g-regula forest approximatio® ( n , q and tree ¥pProximatiorGD(n, q)
andA( n, g ) ,Analogu@s, o8 thelse families of graphs over an arbitrary
commutative ring are presented there together with the knesults on their
properties and applications.

Precise description of observed graph based algorithm is given in the Section 4
together with evaluation of the degrees of encryption map and its inverse.

The special case @f(n, 256)defined over the finiteidld F.s6is selected for an
implementation. Pameters of corresponding computer simulations are given at the
end of Section 4.

Last Section 5 is the conclusion.

2. On GIS and approximations of infinite regular trees

Security aspects of using geospatiatadand Geographical Information Systems
(GIS) ae vitaltopics for current research. A number of publications on applications
of GIS to Cybersecurity, National security, and Intelligence operations are rapidly
growing (see [L [2], [3]). Currently, GIS $ an essential instrument of Decision
Making. Despite these facts, questions on the security of GIS are relatively
unexplored topics. Grows in the community of GIS users and the area of GIS
applications search for new security solutions, a critical relsetirection. One of

the first survey$l], [2] with analyses of the quality and efficiency of such solutions
published in 2005. The authors suggested uNifiger GIS architecture.

This paper observes the application of the primary database securityriestégy
managing spatial data. Thesategories are analyzed from the point of view of
application within GIS in the Global Information Space. A File System within a
Database (FSDB) with traditional and new encryption algorithmbédexs proposed
as a ne GIS Security solution. An FSDB praleés more safe and secure storage for
spatial files and supports centralized authentication and access control mechanism
in legacyDBMS. Cryptography solutions, as a topic of central importance to many
aspects of netwlrsecurity, are observed in detail.

The paper describes several traditional and new symmetric, fast and nonlinear
encryption algorithmsd i mplementation v
uses methods of grafiiased cryptography. This article islingted during 2005
2018 (see proceedys of conferences on Geographical Information Systems Theory,
Applications and Managementi GISTAM). Several authors agree on the
effectiveness of Nier architecture [2] and suggested methods of its uSdusy
implemented one case from the family cdygin based stream ciphers defined in [4].

It is the case of finite fiel€ 127

This is a family of graph based ciphers based on theknellvn algebraic graphs
D(n, g)of Extremal Graph Theory (see [5], [6]) definegpthe finite field~, where
g is a prime power. The space of plaintexts is a vector qpagdJsed in [1], [2]
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case ofgq= 127 demonstrated that correspondibBMS is capable enough to

provide sufficient securityo spatial files.This encryptionprocedure can provide

additional seurity to confidential and sensitive GIS information. Oracle Advanced
Security of the Oracle DBMS supports indusstgndard encryption algorithms,
including RSAb6s RC4, DES and 3DES and ¢«
with graph based algorithms.

Custom external encryption algorithms can be integrated into that security schema
as well. The data encryption can significantly degrade system performance and
application response time. For performance testing, the Oracle
DBMS_OBFUSCATION.TOOLKIT was invéigated [2]. Different key length
gives different time results, e.g. difference in time between 16 atgt2dkeys is
about 1020%, but the time difference between 24 aneb@@ keys is only about
5%. It means that the negraph basedtream cipher for (& has to be compared
well with ciphers DES, 3DES, stream ciphersR@articular approaches were
developed to encrypt large files in Oracle DBMS for the GIS objects.

The procedure splits the data into smaller binary chiokencrypt large data
objectsthen encrypts and appends them back to the large data object (LDO). Once
the encrypted spatial data files have been allocated into LDO segments, they can be
decrypted by chunks and written back to LDO. Additional LOB objentse
encrypted, should alwaye kept for the readnly spatial data files. It will save time
for the encryption procedure during toff. The decrypted spatial data files will be
replaced by readnly encrypted spatial data files in the permanent priraomage
during logoff. The inplanted ciphergives a more robust binanand text file
encryption algorithm than DES, 3DES.

We have to report that the implemented case(of q) based encryptiok(n, q)
is far from being optimal. As it was showed in {fig¢ increase of parametgteads
to faster encryption of files of the same size. Noteworthy that the usage of loaded
multiplication tables makes immaterial the difference between case of giame
compsed prime powers. Such tables allow to gsé&28 corresponding to the
alphabet ASCEE with the essential speed increase comparably to implemented in
[1], [2] =127, where operator of taking modul@7is used cn times where constant
c depends on the lengibf the password. The multivariate nature @, q)
encryption was noticed in [7] (see also [28] for the case of arbitrari)irdescribed
their symbolic computations turned out to be cubic.

This fact was mathematically proved in [8] for arbitrary parametersdq. The
standard usage of multivariatansformatiorE(n, q)with two affine transformation
T, and T, in the formT.E(n, q)& allow us to improve drastically the mixing
properties of the cipher. Noteworthy that in the implemented cas&(of 127)
encryption the change of single characwrshe plaintext leads to the change of
4852 percentof characters of corresponding ciphertexts. The experiment with
special linear transformatiols and T, was described in [9, Ustim Kotorowicz]. To
preserve linear tim@®(n) of the encryption we hawe select sparce transformations,

i. e. those withO(n) nonzero entries of corresponding matrices. Special sparce
transformations allow us to improve drastically mixing propertiesE@f, q)
encryption. For selected in [9, Ust Kotoroegses the single chge of a plaintext
character leads to the change of enahan 98 percents of characters of
corresponding ciphertext. As it was shown in [ust linguistic] transform&ifonq)

with the password of length less thgn+5)] has no fixed points. This property
holds for the case of ciphers of kifidE(n, q)(T)™.
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More general graphB(n, K) defined over arbitrary commutative rikkgcan be
obtained via simple change &} for K (see [10]). Investigation of dynamical
systems corresponding to these graphs sdothe similarity of general graphs
D(n, K) of the graphs defined for the case of fields (see [11], [12] and [13]). If
passwords corresponds to tuples of characters from the multiplicative ktoofp
the ringK then different passwords of lengtlj(a+5)/2] produce distinct ciphertext
from the seatcted plaintext. It means that case of arithmetic ringefdntegers of
modulomis attractive for the implementations.

Noteworthy that the cases of fielffig, q= 2" of characteristic two and rings
Z4, q=2"are most convenient for implementations because of files in the computer
are presented in the for®y 1-sequences.

Recall that the girth of a graph is the length of its minimal cycle. The connected
component€ D ( n, q) ,of algebraic grahB@, g, g>1 form a family of
tree approximations, i. e well defined projective limit of them is an infinitegglar
tree. GraphsD(n, q) are edge transitive. So, their connected components are
isomorphic. The system of quadratic equations which defil@3(n,q were
presented in [14]. The union of these equations gives an algebraic description of
g-regular treeExistence of such description is very important for Computer Science
because a-cegular tree is the deterministic part of branching process.

Notewathy that the plaintext and the ciphertext&gh, q)encryption are located
in the same connected component Dgh, q). GraphsCD(n, q) have a natural
analogueCD(n, K) defined over arbitrary commutative ring K with at least two
elementsCD(n, K)is aninduced subgraph d(n, K) (see [10]). The description of
CD(n, K)in terms of the system of recurrent quadratic equations is given in [10]
together with the description @D(n, K)based encryptio@E(n, K).

It works with the space of plaintext€”, m=3/4n +c wherec, c<3is some
nonnegative integer constant. It is important that group of transformations of
CE(n,K) corresponding to various passwords acts transitively on the space of
plaintexts while the group generated by various transformations o{mK) is
intransitive. It leads to better mixing pPperties of CE(n, K)in comparison with
those ofE(n, K).In fact we have to use.CE(n, K)(T.)™* whereT; is a special sparce
transformation ofAGLn(K).

Another gregular tree approximatio(n, q), q=23 , weége defined in [15]lt
has some advantages in comparison with gr&id@, q).For instance the graphs
are defined by simple homogeneous equation with two linear and one quadratic
monomial terms. Fine field Fq can be substituted by general commivating K
and graph#\(n, K)can be obtained this way (see [15] or Extremal [13]). The girth
g(A(n, g))of the graph#\(n, g)=A(n, k) can be bounded from below via inequality
g(A(nN, q ) 16} [Tiercentyter Sirhulation support the conjecturé tha
A(n, Z.) based encryption with passwords fraifZn)*) {, m>2, tis an even
parameterk[(n+2)/4 is such that different passwords produdistinct ciphertext
from the selected plaintext. We will use notatidB(n, K)for the A(n, K) based
ciphers.

To summaise written above we discuss some properties of three graph based
steam cipherg&(n, K), CE(n, K)andAE(n, K)defined in the cas€=F, g>mand
K=Zm, m>2. All of them can be used for GIS protection with described ahletier
architecture. For practicahplementation case of large finite fields and arithmetic
ringsZ;, t=2" is preferable.
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The families of graphiD(n, K), A(n, K)defined over arbitrary commutative ring
K are bipartite graphs of tyg&, 1, n1) with partition sets which are two copies
of K" (see [17] of11]), i.e. graphs with the incidendel(K)= "I(K) between
points(xi, X, € ,) ad linedys, Vo, € 5] given by the system of equatioasc-
boy2= fa(Xa, Y1), @eXae-bays= fo(X1, %o Y1, ¥2) , €n-bnYA= folX, % Xna, Y1 ¥2  Yna)
where parameter®, as  aw,andby, b b, are taken from the multiplicative
group K* of the commutative ringK. Parameters, (i, %, € ,n)=x¢ and
} /1, Yo, € ,n])=W serve ascolours of the point and the linGhe following
linguistic property holds. Each vertex of the graph has a unique neighbour of the
chosen colour.

GraphCD(n,K)after the elimination of computed recurrently parameters also can
be written as linguistic graphs of tyfl 1, m1) wherem=[3/4n]+c.

In fact the architecture require a partition of information into blocks of the same
size. So, parametersand m equals to some selected constant. the length of the
password is another even constant which has an impact on the speed of encryption.
Other option to mcrease speed of execution is the increase the cardinality of the
ground field or ring. Let us consider the general scheme of creating the cipher based
on the family of linguistic graph¥%K),n =2, 3, &

Noteworthy that we can expaddfined abovda(K) to the infinite linguistic graph
I(K[X1, %, € y]) defined over the ring[X1, %, € ;] of all multivariate polynomials
with coefficients fromK and the variables, i = 1 ,Sa points and lines of this
graph areX=(Xi(x1, X, € n), X(X1, X2, € n),& X n(XX X, € ,n) and Y=[VYi(xy,

X2, €X%n), Yo(X1, X2, €Xn) , (X1, X2, €Xn)]. The incidence of thibipartite graph
is given by equatiorgXs-b,Yo= f2(Xq, Y1), asXs-bsYs= fo(Xy, X2, Y1, Y2),6 , nXab,Yn=
fo(X1, X2 Xe1, Y1, Y2 Ywi), Where parameteray, & aw, by, b by, and
polynomialsfi, i = 2 ,withZoeficientmfronK are taken from the equations in
the definition of the linguistic grapltK).

We define the polynomial mdp from K" to K" via the following schemésee
[29]). Take thespecial poiniX=(x1, X, € pn) of KK[X1, X, €énR and consider the list
of coloursgi(x1), (x1) , ). Wegcompute the paﬂalvllv2é [ twherevo:X and
Vi:1 is the neighbour of; with the coburgi(xy) , | = lapd2=l(K[x&, %, € ;]). X
Then the destination poiwtof this path can be written &x(X1), Fa(x, ) , 4, F
X2, € p)). The mag- is given by the rulalY g(x1), Y F (1,%) , &Y F (1,)«2, é,

Xn). It is easy to see thdi=F(gi1, ¢, € ,) is @ bijective mapf and only if the
equations of kindy(x)=b have unique solutions for unknownfor eachb from K.

So family of linguistic graph$l ( K) , nteg@ther wath family of affine
transformationg, A G(K) can be used as a cipher with the space oftgleis1 K'
and the passworgi(x), @( x ) g(>@and the encryption map(F(g1, &, € )(Tn)-

Correspondents Alice and Bob share the password givem,by, é ; and the
sequence oftransformationd,, n = 2We a8sunge that inverse maps)¢ are
computed and presented explicitly. For the encryption of potentially infinite plaintext
(P)=(p1, P2, € 1) they will use transformationT,F(g1, ¢, € )(Tn)J. One of them
creates the plaintexXp) and computes the cipherteki(F(gi, &, € .)(To)gH(p)=c
recurrently.The procedure is the sequence of the following steps.

Si. He/she computed)™X(pr, p2 € n)=(pr (1), r(2),é, r(n)) =(

S,. He/she computesa(1)=gi(r1), a(2)=gx(r1) , &(t)=g(ry).
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Ss. LetNa(x1, X, € p) bexhe operator of king the neighbour of poirfk;, X, € ) X
with the colourain the linguistic graphI(K) and ®N(yi, Y2, € n) beyan operator of
taking the neighbour of linfy1, y», € 5] with the coloura. He/she executes the
following operatim. Computation of vi=Naay(r), Vo= 2@N(v1), Va=Nagy(V2),
Va="N(vs) |, @.0= Nagn(Vi2), i=*ON(M2)=u=(Us, Lo, € ;). U

Si. He/she computes ciphertextBs1)=c.
DECRYPTION PROCEDURE.

Assume that one of correspondents received the ciphertégtshe decryptsia the
following steps.

D;. Computation ofu as (T»)*(c)=u and getting the solutior=r(1) of equation
g(xX)=un.

D,. Computation of parametea$l)=a(r(1)), a(2)=a( r ( 1) J1)=gw:6(1)pafhidt
the completion of the recurrent procedurei=Nag1(u), V2= *N(%1),
Vis=Nae3)(W2), ea=2 “N(w3) , @5 Naay(Vi2), N (Vaer)=r.

Ds. Computation of the plaintext (p) as T(r).
OBFUSCATION OF THE ALGORITHM.

Let us consider the colour jump operalgmwhich transforms poirps, pz, € ») p
of the grapH(K) to the point(a, p, ps, € »). p

We can change the encryption mBF(g:, @, € (TG for the ToF(g1, &, € ,
0)Jg(Tn)", WwhereJy is a colour jump operator acting on pointd(&fx1, X, énk
with the colourg(x) ° K) (such thathe equation of kindy(x)=b has a unique
solution for each parametefrom K.

After this change assumption the bijectiongebn K is immaterial.

Encryption procedure requires computation® t(ps, p2, € ») =(pr ( 1) , r(2)
r(n))=(r) , the computatio of uaccordingly step Sthe computation of;( u ) and 6
application of affine transformatioh to the tupleu 6 .

For the decryption of ciphertext c the user has to compdte=:( 4,060,,) asd
(Tn)*(c), solve forx the equatiory ( x ), esa e solutionx=r(1) of this equation
for the computation ofa(1)=q(r(1)), a)=( r ( 1) ) , &(1), @roputy = g
Ja( 1) (u 69 s (éu,) imdheugraph(K) and execut@rocedure®s andDa to
get the original plaintext.

3. On families ofalgebraic graphs of large girth

3.1. General remarks

Girth and diameter of a graph are the minimal length of its cycle and the maximal
distance of the graph. We can consider girth indidaitod (v)of vertexv of the graph

0 as the minimal length the dgcthroughv and introduce cycle indicat@i n dof G )
the graph as the maximal valueG@ihd(v) for its vertices.
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The constructions of finite or infinite graphs with prescribed girth and diameter is
an important and difficult task of the Graph Thedtgteworthy that he incidence of
classical projective geometry over various figkla graph of girth 6 and diameter 3.
J.Tits defined generalisea-gons as bipartite graphs of gir@mand diametem.

Feit and Higman proved that finite generalisedons with bidegrees 2 exist only

in the cases ah=3, 4, 6, 8&nd12. Geometries of finite simple groups of rank 2 are
natural examples of generalisestgons for m=3,4,6, 8 Classification of flag
trangtive generalisedmgons of Moufang type were obtained by J. Tits and
R. Weiss.

Infinite families of graphs of large girth of bounded degree are important objects
of Extremal Graph Theory which were introduced by P.RErd . He prove:q
existence of sucfamilies via his welknown probabilistic methodNowadays few
explicit constructions of such families are knowine concept of infinite family of
small world graphs of bounded degree turns out to be very important for various
applications of graph theary

Noteworthy that only one family of small world graphs of large gsthknown.

This is the familyX(p, g)of Ramanujan graphs introduced by Gregory Margulis [18]
and investigated via the computation of their girth, diameter and the second largest
eigemalue by A. Lubotsky, RPhillips and PSarnak [19].

We have to admitiat studies of families of grapfiswith well defined projective
limit {, which is isomorphic to infinite tree, is well motivated.

We refer to such family as treg@proximation.There is only one approximation
by finite graphs which is a family of larggrth. This is the mentioned above family
of CD(n, q)defined by FLazebnik, V. Ustimenko and ANoldar. The question
whether or noCD(n, g)form a family of smallworld graphs has been still open
since 1995.

In 2013 the tree approximation by finite ghsA(n,q)which is a family of small
world graphs was presented (see [15]). It was proven that the graph from the family
has maximal known cycle indicator (infa@ti nd ( A(n., q)) 02n+2

One of the main statements of this papéek(is, g)wheren=2, 3,...is a family of
large girth.

We generalise these results in terms of the theory of algebraic graphs defined over
arbitrary field and consider properties and applicetiof above mentioned graphs.

3.2. On graphsA(n, q), their properties and generalisatiors

All graphs we consider are simple, i. e. undirected without loops and multiple edges.
LetV ( )@andE ( )idenote the set of vertices and the set of edgésrespectively.
The parametdr V )| i§icalled the order df, and |E(G)| is called the sizE{b A path
in U is called simple if all its vertices are distinct. When its convenient we shall
identify G with the corresponding antireflexive binary relation\of )ii.e. E ()ds
a subset o¥/ ()dl V)(Tie length of a path is a number of its eddé® girth of a
graphi, denoted by = g)(idithe length of the shortest cyclelinLetk Oghdg O 3
be integers. The distance between verticasdu of the graplhi is a minimal length
of the path between them. The diameter of the graph is maxini@hcdisbetween
its vertices.

Graph is connected if its diameter is finite. Grapkiiegular if each vertex of the
graph is incident exactly foother vertexes. A tree is a connected graph which does
not contaircycles
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(1) An infinite family of simple regulagraphsii of constant degreleand order
visuchthat i a m (Qlwgv), Whergeis the independent otonstant andiam
( i§ is diameter ofi, is called &amily of small world graphs.

(2)Recall that infinie families of simple regular graphi; of constant degrele
and ordew; suchthag ()i O ««v) Whereris the independent dtonstant and
g (i)ds a girth ofii; are calledamilies of graphs of large girth.

Let G be a simple graph. Assume th@ind(x) is the minimal lengttof cycle
through vertex of the graphi. Let Gnd(G) stand for the maximalalueof Cind(x)
via all verticesx of i. We refer to paramet€ind(G)as a cycle indicator df.

One of themain purposes of the paper is to present a special interpretations of
g-regular treedq-regular simple graph without cycles) in terms of algebraic geometry
over finite fieldF.

Theorem 1[16]. For each primepowerq, q>2 there is a family ofj-regular
graphsii; satisfying following properties
()  Giis a family of small wdd graphs,

(i)  Giis afamily of large girth,
(i)  Projective limit of graphsi; is well defined and coincides witfregulat treeTy,
(iv) Cind i O 2ogq(vi /2)+2.

We refer to family of graphé; satisfying condition (iii) agree approximation.
The prove of The@am 1 is given via explicit construction of graghs A( i , q) , i
satisfying requirements of the statemexteworthy thatA(i,q) is a unque known
example of the family satisfying conditions (i), (ii) an (iii).

In fact, there is exactly one other knovaonstruction of theg-regular family
satisfying () and (ii), i.e. explicit construction of the family of regular simple small
world graphs of large girth and with an arbitrarily large degree

This family X(p, q)formed Cayley graphs f&SL(p), wherep andq are primes,
had been defined by G. Margu]i8] and investigated by A. Lubotzky, Sarnak and
Phillips [19]. As it is easy to see the projective limitXgp, g)does not exist.

The construction of A(n, q).

Let K be a finite fieldF,. We defineA(n, K)=A(n,q) as bipartite graph with the
point setP=K" and line set.=K" (two copies of a Cartesian powerkfare used).
We will use brackets and parenthesis to distinguish tuplesPrandL.

S0 @)=(ps, P2, € ,po) ¥ Prand[ll=[l 1, L, &l Lo |

The incidence relatiohrA(n,K) (or corresponding bipartite graphis given by
condition p | | if and only if the equations of the following kind hold.

p2 - [>=11p1,
p3- l3=p1la,
Pa-la=11ps,
Ps - l3=p1la,
e,

Pn - In = p1 Ina for oddn and pn - In = |1 pna fOr evenn.

We can consider an infinite bipartite grapifk) with points
(pl, P, é n, éps)nd Iines{ll, |2, én,, | é ]
Proposition 1[16]. If K=F4 g>2 thenA(n, F,) is a family of small world graphs and
tree approximation with @d(A(n, k) ) 02 n + 2

Let K be an arbitrary field. We defin®&(n, K)via simple change df, onK and
announce the following statement
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Proposition 2 [16]. Let K be a field. Then thgirthof A( n, K) is O 2[ n/ 2
Symbol [x] stands for the flow function dm x. Theorem 1 follows from
propositions 1 and 2.

3.3. On homogeneous algebraic graphs of large girth

LetF be a field. Recall that a projective space dvera set of elements constructed
from a vector space ovét such that a distinct element ofethprojective space
consists of all noizero vectors which are equal up to a multiplication by azssn
scalar. Its subset is called a quasiprojective varfetyis the set of all solutions of
some system of homogeneous polynomial equations and iftegpual

An algebraic graphi over F consists of two things: the vertex $@tbeing a
guasiprojective variety oveff of nonzero dimension and the edge set being a
quasiprojective varietyii n  Q I Q (x,sxuicnot elenheat tofi for each
x ¥ Qandx dimpliesy G(x Gmeangx, y)~ (). The graphi is homogeneous (or
M-homogeneous) if for each vertex' Q the sef{ x | is igoin&rphic to some
guasiprojedte varietyM over F of nonzero dimension. We further assume Mat
contains at least 3 element

Theorem 2[20.Let G be homogeneous algebraic
such that the di mension of nei ghbor hoc«

[ (g T 1)/2] O dim(V)/N.

The following corollary is an analog of Even Circuit Theorem byR&r@ fifite r
simple graph.

Corollaryl.Let G be a homogeneondEs bavaripth ov e
ofitsedges. Theshi m( E(dG)) O dim¥(a)(1 + [(g T 1)

We refer to a family of homogeneous algebraic grdiphfer which dimension of
neighborhood foeach vertex is independent constdnN ~ @sla family osmall
world graphsf diameter of each grapli, is bounded from above by linear function
Un defined by constantdandb.

We refer to a family of homogeaes algebraic graplis for which thedimension
of neighborhood for each vertex is independent conistaNtO a$ afamily oflarge
girth if girth of each grapfin is bounded from below by linear functiohn +défined
by constant&)andb.

We refer toa homogeneous algebraic graph as ahjebforest if it does not
contain cycles. Their term algebraic tree stands for the connected algebraic forest.

We say that family of homogeneous algebraic grafshss a forest (tree)
approximation if projective limibf @, is an algebraic forest (treeha formulate
thaw following statement.

Theorem 3[16].For e ac h § theeelexists B tree &proxination which
i s a fdsmall world @lgebraic graphs of large girth with the vertex set of
dimensionnad cycle indicator O 2n+2

Family of gaphsi.=A(n, F)provides explicit construction of objects described in
the theorem. As it follows from Theorem 2 homogeneous algebraic ghdphB)
form a family with maximal possible girth indicator.

Remark 1. GraphsA(n, F,) are disconnected. So thase disjoint union of cycles.
Graph A(Fz) is 2regular forests with trees presented on the following diagram
€. —Fee Kook L . Girth indicator ofA(n, i) coincides with its girth of
S|ze02n+2 So, formaIIyA(n 2)are algebraic graplf large girth. Noteworthy that
cycles can be defined via the system of equations.
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3.4. Graphs A(n,K) as homomorphic images ob(n,K)

GraphsA(n,q) obtained as homomorphic images of grapt{s,q) which defines
projective limitD(q) with points

(P)=(po1, P11, P12, Po1, P22, P22, €ii, PitP M1 , Privsica € )

lines

[|]=[| 10 |11, |12, |21, |22, |'22, éii,, Iii+1l |if1,i , |+i+1,i +1 é a}nd incidence
relation given by equations

li-pi=l 10 Pi-1.i ;

[0 pi6=lii1poy;

liisa T piier =lii por;

liv1i - Pirsi = l10p i©. ]

This four relations are defined forQ(p 6= p11, 1:F14).

Remark 2. You can see that indexes of vectors correspond to coordinates of
positive roots of root system; With a wave.

Historicdly graphD(q) is not the first example of description gfegular forest
in terms of Algebraic Geometry. Geometries of buildings (24¢ and further
references) corresponding to extended Dynkin diag¥gas incidence structures are
g+1-regular treesrog+1-regular forests. As a resule get a description of a tree in
group theoretical terms.

In [22] it was noticed that the restriction of this incidence relation on orbits of
Borel subgrouB™ acting on maximal parabolics ageregular bipartite graphsso
we get adescription of a-regular tree in terms of positive rootsAafwith a wave.

In [5] authors proved thdd(n,q) defined via firstn-lequations oD(q) form a
family of graphs of large girth. The general point and line of these graphs are
projections of(p) and [] onto the tuples of their first n coordinates.

Unexpectedly it was discovered that these graphs are disconneot€bifSo
forestD(q) contins infinitely many trees and the diameter is an infinity.azebnik
conjectured that corected components of grapbén,q), n=34¢ f or m a f am
of small world graphs. This conjecture is still open.

In 1994 it was found out how to describe connedechponentsCD(n, q) of
graphsD(n, g)in terms of equations (see [14], [6]).

GraphsA(n, q) were obtained in 2007 as homomorphic images of grBfisq)
([11]). Corresponding homomorphismis a procedure to delete coordinates of
points and lines with indexés-1, i) and(i,i)'.

The self importance of these graphs have been justified in riggetarch with
U. Romanczuk (see [13] and further references) and M. Polak [23] via applications
to Cryptography and Coding Theory.

In the case of families of graphs of large girth we would like to have "speed of
growth"c of the girth "as large asi# possible".

P.Erdos' proved the existence of such a family with arbitrary large but bounded
degreek with c=1/4 by his probabilistic method.

In the case of familieX(p,q) and CD(n,q) the constant is 4/3. In the case of
A(n,q)we just getinequaff 1 O cSo @xat computation of the girth is the area
of the future research.

There are essential differences between family of grafps q) and tree
approximations. Recall that the projective limitdp, g)does not exist.
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It was proved that birtite graphsA(ng) are not edgéransitive and not vertex
transitive (transitivity on points and intransitivity on lineklpteworthy that their
projective limitT (the tree) is obviously an edgnsitive infinite graph.

The usage of generalizationsdamodifications ofgraphsA(n,q) allows us to
construct postquantum cryptosystem of El Gamal type with encryption procedure for
potentially infinite vector froni, with the execution spee@(n®*?") (see [24]).

In fact the diameter @&(n,q)is growing sbwer than diameter o€(p,q).S0,A(n,q)
are the best known small world graphs among known families of large girth. Recall
the girth ofA(n,q)is not yet computed precisely.

So, the comparison of growth of the girth fgn,q)andX(p,q)is the interestig
task for the future research.

In the case of finite fields both families are expanding graphs, the second largest
eigenvalue ofA(n, g)tends to2g™? they are not Ramanujan graphs for which the
second largest eigenvalue has to be bouatese by2(q-1)" .

The family X(p,q)is formed by Ramanujan graphs, so they are better expanding
graphs thai\(n, K).

FamiliesX(p,q), CD(n,q)landA(n,q) can be used for the constructions of LDPC
codes for noise protection in satellite communications. Dcdgt and M. Pstol
[25] proved thaCD(n, gq)based LDPC codes have better properties than those from
X(p,q)for the constructions of LDPC codes.

Together with Monika Polak we proved tidgh,q)based LDPC codes even better
than those fron€D(n,q) (see [23].

Cayley natwe of X(p,q) does not allow to use these graphs in multivariate
cryptography. Various applications of graf@,q), CD(n,q)andA(n,q)have been
known since 1998.

The most recent postquantum cryptosystem based on noncommutative
multivariate group assoced withA(n,q)is described in [24], IACR-print Archive
2021/1466.

3.5 On the equations for graphsCD(n, K)

Let K stand for an arbitrary commutative ring. tieorthy that graphé(n, K)and
D(n, K) are defined over arbitrary commutative rikdpavebeen already presented.

To facilitate not atconmeativityinvartarisefDWK), ur e r
it will be convenient for us to defin@io = lo.1 = p1o = lo1= 0, Poo= loo= -1,

P =1&o="-1 pi=pH, hi1=116 and to asume that our equations are
defined fori OO0.

GraphsCD(k,K)with k  Qveré introduced in [11] for as induced subgraphs of
D(k,K) with verticesu satisfying special equatioras(u)=0, as( u) = 0(u)é0, a
t=[(k+2)/4], where u = (uy, W1, U2, Uz, &r, Ml W1 Urrst, Use, €2, Or Ot
U ° { (@10}saetex oDk, K)anda, = a(u)=Fio,(Ui U i, ri-Uijs1 Uriir-1)
for everyr from the interva[2,t] for everyr from the interva[2,t].

We seta=a(u)=(az, &, &) and assume thaéi(k, K)=CD(k,K) if k=2,3,4,5

As it was proven in [11] grapH3(n, K) are edge transitive. So their connected
components are isomorphic graphs. (@D(k,K) be a solution set of system of
equationsa(u)=(v2,vs, € y)=Vv for certainv  *%. Kis proven that eacNCD(k,K)is
the disjoirt union of some connected components of giaphK).
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It is easy to see thaets of vertices ofC D ( k , K% form & patititkons othe
vertex set oD(n,K).

The concept of quasiprojectivariety overcommutative rind can be introduced
via simple substitutionf K instead of field-. It leads to concepts of homogeneous
algebraic graphs ové{, forest and tree approximations and families of graphs of
large girth oveK. It was proven thdbr the cas®f commutative rind< with unity
of odd characteristic graph€D(n,K) are connected (see [26]). So graph
CD(n,q)=CD(n, F) for oddq is a connected componentdn,q).

As it follows from definitions the image of restriction of homomorphesm f r o m
D(n, K) ontoCD(n, K)coincides withA(n, K).

So graphsA(n,K) are connected for the case Kf with unity of an odd
characteristic.

Theorem 4 [16]. For each commutative integrity ring K the families of graphs
CD( n, K) , n=2, 3, ¢é and AokimationKand farmili&s,of3 ,
graphs of large girth.

4. On the description of selected algorithms based on algebraic graphs of large
girth

To achieve linear spee@®(n) of the encryption described in Section 1 functions
g, i=1,2,..,t are selected in thiorm x;+ ¢ ( i ) , anddhg ipagramétet will be
selected within the intervi, [(n+5)/2]) whenl(K)=D(n, K) or I(K)=CD(n, K) and
interval[2, [n/2]+1) in the casavhenl(K)=A(n, K).

Additionally we take parametebs( 1) , b (2), é,K k32from a( 1)
K* to constructc(i) recurrently via the foIIowmg rules(l) b(l) c(2)=a(1),
c(i)=c(i-2)+b(i) if i, iis ORIn andc(l) c(i-2)=a(i) if i , is e@AWe refer to
the tuple( b ( 1) , b(2), é, b @skactive paséwond ,araffang 2 ) , é
transformationT as passive password.

Our choice insures that in the case of constant passive passwadrgjtbelsange
of a single character of active password leads to a change of the ciphertext produced
from the selected plaintext.

We choosean affine transformatiof in the form of linear map given by the
following rule

TOa)=x1tm(1)x+ é + m{)R. wherem( i ) , i-Faleel@mesdbts d*.n
T(x) xi fori =2, 3 SéT! (xdFxi-m(1)%-m(2)%-€é -m(n1)x. T (x)=x; for
i =2, 3, é&, n.

Recal that explicit description of linguistic grapBXn, K) andA(n,K)is given in
the previous section and general encryption algorithm is descimbsettion 2So,
ciphersT E(n,K) T" and TEA(n, K) T have full description

In the case of grapBD(n, K) we will use in fact the induced subgrd@(n, K),
h=(h,, hs, € ;), t=f(n+2)/4] of D(n, K)of all points and lines=(ug, i1, Uiz, L1, €,

U, U Wit Urrst, Uz,  8aJISfying conditionsy(u)=h;.
Linguistic grapHCD(n, K)can bethought as bipartite graph with points
(P)=(po1, P11, P12, P21, € ij+1, Pei PPeivLiv € ), 0 =12, 3, é, t
and lines
=01 10, 11, l12, 21, l22, il |, lisnies € i =12fleBgthe , t
n-t.
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Their incidence is give by the following system of equations

li-pi=l 10 Pi-v,i ;

liisa T pii+r =lii Poy;

lic1i - Pissi = l1op i
wherep & is defined by the equatia@(poi, P11, P12, P21, P22, 22Q=M2 and can
be written asp 6 = a2(Po1, P11, Pr2, P21, P2, 22pHE+ P bo(Po1, Pra, Pr2 Po1, P22),
otherparameters ar@ £= as(Po1, P11, P12, Po1, Po2, 220 B3, P32 P3P £)-hz + psd
= b3(p01, P11, P12, P21, P22, 22pp@,3, P3, 2, p,33) ) B t@l:at(pm, P11, P12, Pe1, Pe2,
P22, €, t1t1Pry Pre1, Pe, ttP)ON + puGb(Por, Pu1, Prz, Po1, Po2, P22, €,
P Q1 P1, 6 P, Pot).

The computation of symbolic expressiopsd recurrently and their explicit
substitution in the system of eqiaats give us the equations of the linguigiteph.

We assume that corresponding cipher has the spaghinfexts K'. We use
activepassword¢ b (1), b(2), é, ket kngar tramsforinations a ( 2 )
of K™ constructed via described abowtess. We assume that parameterds, € h
will be considered as part of active password and denote the cipher as
TCE(n, K)T'ToF (g1, @, € )Io().

We will use presented in Section 2 obfuscation scheme for each cipher
TE(n, K)T* TAE(n, K)T'and TCE(n, K)T* in the cas&K=F,, g>2. We use special
disturbance functiorg of 14 selected ax Y b whereb “ F & d=g-1 and
(e, d)=1.So, the notation®E(n, K) =TE(n, K)yT*andDA(n,K)= TAE(n, K)}T*
and DC(n,K)=TCE(n, K)T* will be used for tese encryption schemes with the
disturbance.

Algorithms with the encryption ma€(n, K)T* andTAE(n, K)T* independently
on the choice of active and passive passwords have multivariate encryption and
decryption functions of degree B [45] the linearsations attacks on these ciphers
with the interception oO(°) pairs plaintext/cipheretext are presented. They can be
executed in polynomial tim@(n').

The ciphersDE(n, K)andDA(n, K)use cubical encryption maps as well but the
usage of disturbanceapD : % [¥ad to the increase of the degreef inverse
maps. Parametar can be evaluated from below by the polynomial degree of
transformatiorD™ acting on the elements of multiplioa# groupK*. So, ifK=F,
g=2%*then the order of polynomial de@tyon map is at least®2 It justifies that
direct linearisation attacks are not feasible.

CaseTCE(n, K)T is principally different. As it follows the results of [46] the
encryption funtion corresponding to selected active password has degree
[(n+2)/4] +2. Recall that active password is formed by tuggles ( 1) , b(2), é
a(1), a(aBd(hy, &, é.JwWwgreh_iare internal parameters aubgraph
"CD(n, K).If kis lessthan half of the girth then different active passwords produce
distinct cphertexts.

High degree of the transformation insures that a generation of standard form for
the encryption function can not be done in polynomial time.

So the directed linearisation attacks are theoretically impossible. Principle
difference ofDC(n, K) and TCE(n, K)T* is the fact that the usage of disturbance
implies the fact that the degree of inverse function is essentially higher than those
for encrypton function.
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The implemented case

For the first implementation we selette case of encryption faotion of
DA(n,K)= TAE(n, K)pT™* for finite field F2s with g of kind g= x*+b. In this case
the degree of encryption map will be at least 128[@&#&. The linearisation attacks
by adversary requires the intercept@(’®) pairs of kind plaintext/cipértext. After
t hat he/ she need app i28withthagossibilityitoechoosa p o f
the plaintext an get corresponding ciphertext. la prt i c a | Gasueh of f
linearisation attacks are unfeasible.

CRYPTALL 4 software is written in C++ pgramming language and therefore it
is portabé andruns in nany platforms such as Unix/Window. Thecontdigram
is depicted in Fig. 1. The interfaée friendly. It allows users to enter active and
passive password of selected length. The program isosigal by key exchange
protocol based on Eulerian transformationgM#se). It allows the elaboration of
tuple of nonzero field elements of sufficient length to form both passwords.

User ] The encrypted file > User 2
\ The name of the The name of the
rord
Pa551< \ original file encrypted file
\ / The name of the
The name of the ord
passwor ]

encrypted file decrypted file

/

CRYPTALL
SYSTEM

Fig. 1 Context Diagram of CRYPTALL 4

Experimental Measurementso evaluate the performance of our algorithm, we
use with different size of files. We denotetlfk, L)the time (in millisecond) that is
needed to encrypt or decrypt (because of symmetry). The file size is in kilobytes for
passwords of length. Then thevalue oft(k, L) can be represented by the following
matrix (Fig. 2)

L\k | 3000 4000 5000 6000
4 1143 1535 1755 2120.75
8 2162.25| 2999.75| 3452.5 | 4150
12 | 3070.5 | 4108 5061.25| 6053
16 | 4090.5 | 5429.25| 6673.5 | 7945.75
20 | 5131.75| 6778.75| 8303 9873.75
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Fig. 2 Run time for CRYPTALL 4 System

Computer experiment justifies that in implemented case the speed of execution of
decryption or encryption procedures are essentially higher than in the case of stream
cipher of [2] used for GIS protection. Nealgorithm hasessentially better mixing
properties (see [47]).

5. Conclusion

The main theoretical result of the paper is explicit construction of the family of
multivariate map of affine maps, with the trapdoor accelerator of linear degree cn,
c=3/4 acing on affinespaceK" defined over arbitrary commutative rikgwith at

least 3 elements. Corresponding cipher has execution speed of kiRdO(n)

which is proportional to the length of active password of 8{¢. The decryption
procedure takes the same time witk encryption process. In the case of choice of
special linear conjugatiohit has nice mixing properties: change of single character

of the plaintext or acti v98% qf eharacters ofd | e
corresponding ciphertext.

SoF, based ipher can provide essentially better security than the cipher selected
in [2]. The disadvantage & is speed of encryptio®(r?) butnot O(n). So the usage
of F, will drastically improve the security level of GIS protection but essentially
slow down of peed of spatial information processing.

Noteworthy that speed of processing is very important parameter. That is why we
suggest usagd oiphersDE(n, K)andDA(n, K)for GIS protection which are more
robust in the comparison of cipher chosen in [2], theaye essentially better mixing
properties and practically resistant against linearisation att@gsersDE(n, K)
and CE(n, K)can be chosen in the case of tasks where security aspects are more
important than the execution speed.

ACKNOLEDGEMENTS . Thisresearch is partially supported by the Fellowship
of British Academy for RaR.

ISSN 24114049. [ S tsdztse ' YdzO B L j SO |G BABB8 H 5C st fr



~ 129~

REFERENCES

1. S. Dhanjal, Y. Khmelevsky, M. Govorov, V. A. Ustymenko, P. N. Sharma, Security
solutions for spatial data in storagélmplementation case within oracle 9iASth World
MultiConference on Systemics, Cybernetics and Informatics, Vol li, Procegdmdl8

323, 2004.

2. M. Govorov, Y. Khmelevsky, V. Ustimenko, A. Khorev, Security for GIStiey
architecturePevelopments in Spatial Data Handlirgp. 71 83, 2005.

3. Y. Khmelevsky, S. Dhanjal, Information Security and Data Protection in Computer
Science Education, in12th Western Canadian Conference Education on Computing
Education (WCCCR007), Thompson Rivers University, Kamloops, Canada,, 12697,

pp. 35.

4. V. Ustimenko, CRYPTIM: Graphs as tools for symmetric encryptiobetture Notes in
Compute Science (including subseries Lecture Notes in Artificial Intelligence and Lecture
Notes in Bioinformatics)vol. 2227, 2001.

5. F. Lazebnik, VUstimenko (1993). &ne Algebraic Constractionsf Dense Graphs of
Large Girth and of Large Size, DIMACS series in Discrete Mathematics and Theoretical
Computer Science, 10, p5-93. https:/doi.ordl0.1090/dinacs/010/07

6. Lazebnik F, Ustimenko V. A. and Woldar A. §1995). New Series of Dense Graphs of
High Girth //Bull (New Series) of AMS, 32, No. 1, p. 7. https:/doi.ordl0.1090/S0273
09791995005690

7. V. Ustimenkq On grapkbased cryptography asgmbolic computation§erdica Journal

of Computingvol. 1, no. 2, pp. 131156, 2007.

8. Aneta Wroblewska, On some properties of graph based publicAdegsiian Journal of
Mathematics, Albanian J. Math. 2(3), 2294, £008).

9. J. S. Kotorowicz and \A. Ustimenko, On the implementation of cryptoalgorithms based
on algebraic graphs over some commutative ring§dndensed Matter Physijcgol. 11,
no.2, 2008.

10. V. Ustimenko (1998), Coordinatisatiasf Trees and their Quotients, in the Voronoj's
Impact on Modern Science, Kiev, Institute of Mathematics, 2, p.1625

11. V. Ustimenko (2007). Linguistic Dynamical Systems, Graphs of Large Girth and
Cryptography, Journal of Mathematical Sciences, rigj@i, 140, No. 3, p. 41234,
https:/doi.org/ 10.100/s10958007-04532

12. V. A. Ustimenko, U. Romanczuk, On Dynamical Systems of Large Girth or Cycle
Indicator and their applications to Multivariate Cryptography, in "Artificial Intelligence,
EvolutionaryComputing and Metaheuristics", In the footstep&lah Turing Series: Studies

in Computational Intelligence, 427, 2012, p. Z&6, https:/doi.org/ 10.1007/978642-
296949 10

13. V. A. Ustimenko, U. Romanczul®n Extremal Graph Theorygxplicit Algebraic
Constructions of ExtremaGraphs and Correspoimgy Turing Encryption Machines, in
"Artificial Intelligence, Evolutionary Computing and Metaheuristics”, In the footsteps of
Alan Turing Series: Studies in Computational Intelligence, VA&7 4Springer, January,
2013, 257285.

14. F.Lazebnik, V. Ustimen& and A. J. Woldar (1996). A characterisation of the
components of the graphs D(k,q)Discrete Mathematics, 157, p. 271283.
https:/doi.org/10.1016/S001365X(96)83019%

15. V. ¢ . Usti menko. On the extremal graph
National Academy of Sci, Ukraine, 2013, No. 2, p-422

16.V. Ustimenko, On new results on extremal graph theory, theaaigebraic graphs, and
their applicationsReports of National Acad. of Sci. of Ukraine, 2022, N4, pp325

17. V. Ustimenko, Mainality of affine group, hidden graph cryptosystem and graph's stream
ciphers, Journal of Algebra and Discrete Mathema#@85, v.1, pp 51-65.

ISSN 24114049. [ S tsdztse ' YdzO B L j SO |G BABB8 H 5C st fr


http://dx.doi.org/10.1090/dimacs/010/07

~ 130~

18. G. Margulis(1988). Explicit grouptheoretical constructions of combinatorial schemes
and their applicatin to design of expanders and concentrators, Probl. Peredachi Informatsii,
24, No. 1, p51-60.

19. A. Lubotsky, R. Philips, P. Sarnak (1989). Ramanujan grap@nnib. Theory, 115,

No. 2, p. 6289. https:/oi.org/10.1007/BF02126799

20. T. Shaska, V. Ustimenko (2009). On the homogeneous algebraic graphs of large girth
and their applications, Linear Algebra and Applications, 430, No. 7, p. 182837.
https:Hoi.org/10.1016/j.laa.2008.08.023

21. F. Bueknhout (editor), Handbook in Incidence Geometry, Ch. 9, North Holland,
Amsterdam, 1995.

22.V. Ustimenko(1989). Affine system of roots and Tits geometries, Voprosy teorii grupp
i gomologicheskoy algebry, Yaroslavl, j165157.

23. M. Polak, V. A. Ustimeko (2012).0n LDPC Codes Corresponding to Infinite Family

of Graphs A(k,K). Proceedings of the Federat€dnference on Computer Science and
Information Systems (FedCSIS), CANA, Wroclaw, p-23

24. Ustimenko, V. (2021). On semigroups of multivarimensformations constructed in
terms of time dependent linguistic graphs and solutions of Post Quantutivaviate
Cryptography. Cryptology ePrint Archive: Report 2021/1466. Retrieved from
https://eprint.iacr.org/2021/1466.pdf

25. D. MacKay and M. Post{?003). Weakness of Margulis and Ramanujifargulis Low
Dencity Parity Check Codes, Electronic Notes Theoretical Computer Science, 74,

p. 97-104. https:/doi.org/ 10.1016/S157661(04)80768

26. V. Ustimenkq2009). Algebraic groups and small woddaphs of high girth, Albanian
Journal of Mathematic8, No. 1, p. 2833.

27. V. Ustimenko, On Extremal Algebraic Graphs and Multivariate Cryptosystems,
Cryptology ePrint Archive, reprine022/1537.

28. V. Ustimeko, On the extremal graph theory foradited graphs and its cryptographical
applicationsiIn: T. Shaska, W.C. Huffman, D. Joener and V. Ustimenko, Advances in Coding
Theory and Cryptography, Series on Coding and Cryptology, vol. 320812007).

29. V. Ustimenko,Graphs in terms of AlgebraiGeometry, symbolic computations and
secure communications in Pg3tiantum world, Editorial House of University of Maria
Curiei Sklodowska, Lublin, November, 2022, 196 pages

30. Geetha N K, Ragavi Graph Theory Matrix Approach in Cryptography and Networ
Security Proceedings of 2022 Algorithms, Computing and Mathematics Conference (ACM),
29-30 Aug. 2022, https://ieeexplore.ieee.org/document/10202460

31. Costache, A., Feiggn B . , Lauter, K., Massierer, M. ,
Graphs in Cryptogr p hy . Il n: Bal akri shnan, J. Fol son
Research Directions in Number Theory. Association for Women in Mathematics Series,
vol. 19. Springer, Chanttps://doi.org/10.100/9783-030-194789 1

32. P.L. K. PriyadarsiniA Survey on some Applications of Graph Theory in Cryptography,
Journal of Discrete Mathematical Sciences and Cryptography,
https://www.tandfonline.com/doi/abs/10.1080/09720529.2013.878819

33. W. M. Al Etaiwi, Encryption Algorithm Using Graph Theorypurnal of Scientific
Research & Report8(19): 25192527, 2014; Article no. JSRR.2014.19.004.

34. SamidGideon,Denial Cryptograpy based on Graph Theory, US patent 6823068
2004 http://www.patentstorm.us/patents/68230&&uh

35. LothropMittenthal,Sequencings and Directed Graphs with Applications to
Cryptogaphy,S.W.Golombet al. (Eds.)SpringerVarlag LNC4893, pp 70i 81, 2007.

36. MoniNaorandAdi Shamir.Visual cryptography. Idvances in Cryptology EURG
CRYPT'94, LNCSvol. 950, pp 17 12,1994.

37. Stevelu, Daniel Manchala, Rafail Ostrovsky, Visual Cryptography on Graphs,
COCOON 2008pp.225 234,2008.

38.William Stallings,Cryptography and Network Security Principles and Practieesstice

Hall India, 2006.

ISSN 24114049. [ S tsdztse ' YdzO B L j SO |G BABB8 H 5C st fr


https://doi.org/10.1007/BF02126799
https://doi.org/10.1007/978-3-030-19478-9_1
https://www.tandfonline.com/doi/abs/10.1080/09720529.2013.878819
http://www.patentstorm.us/patents/6823068.html

~ 131~

39. DawnSong, David Zuckermany, J. D.Tygar, Expander Graphs for Digital Stream
Authentication and Robust Overlay NetworkRspceedings of the 2002 IEEE Symposium on
Security and Privacy (S&P.022002.

40.M Yamuna, Meenal Gogi#shish Sikka and Md. Jazib Hayat Khan, "Encryption using
graph theory and linear algebré#iternational Jounal of Computer Applicatigrpp. 2250

1797, 2012.

41. A Paszkiewicz et alRroposals of graph based ciphers theory and implementations.
Research @te 2001.

42. Cusack, B.; Chapman, E. Using graphic methods to challenge cryptographic
performance. In Proeglings of the 14th Australian Information Security Management
Conference, Edith Cowan University, Perth, Australig§ Hecember 2016; pp. BB6.
[Google Scholgr

43. Chapman, E. Usg Graphic Based Systems to Improve Cryptographic Algorithms. Ph.D.
Thesis, Auckland University of Technology, Auckland, New Zealand, 20G@odle
Scholat.

44, Kinani, E.H.E. Fast Mapping Method based on Matrix ApphoFor Elliptic Curve
Cryptographylnt. J. Inf. Netw. Secur. (IJINED12 1, 54i 59.

45, M. Klisowski. Zwi Nnkisee bezpi ecze@Estwa kryptografi
zmiennych bazuj Ncych n aRozplawaelbkiomkaoliteohaika t e or
Cznstochowska, Czihistochowa, 2014.

46.Vasyl Ustimenko, Aneta Wroblewska, On the key exchange and multivariate gocryp
with nonlinear polynomial maps of stable degréanales of UMCS, Informaticayol 13,

No 1 (2013) pp 6380. http://dx.doi.org/10.2478/v1006812-0047-6

47. Pustovit O.S.Application of the theory of extreme graphs to modern problein
information security.- Dissertation for obtaining the scientific degree of candidate of
technical sciences in thspecialty 05.13.06 Information technologiesi Institute of
Telecommunictions and Global Information Space of the National Academy of Sciences of
Ukraine, Kyiv, 2021.

The article was receivedl105.2023 and was accepted after revis@m08.2023

Msdd3j dz2Sts, [.u. 1kMmlstse s
Iy rswryugd Nt wlyrd [t mwospsvut L9 u b
(et f JTRUfwl ZrRAtUVIOL1IC, VR1V1IDIADRR

BBON”WquBM%JG&wmm@BGB Hijtejo O o Isjtedd dzO-

HicOlsdzd 7 to' o dg¥ dz' Flg@B® dzfg C ‘o dzdzif dzdzdial fotsdzp df ls s €

toj BO Ijtte' StdflbtsctOW yddr Odettedlsd o,

Bzdzt 9o Odzs Lo dlstsS (odiflsc@&agtsRdlsdg'La j ydd e

oddztsmw, hts sOC" ' dmbtkzdgjdelsd " dW @k d Odedzw

Isj 3OR" L OAdMmiskz N-tsuiug dzjhotiz oOfethe Bsjl€ilsztclz. [ d

stedlsdBd M dWttkzo Odedzy, L Ofpdetse Oz’ 2O af 85 fd o

dzOyj dz° dzOH Oted Visy) IsfmEmtfdd” ds yodgdL Oy* ° vy

Gtsﬂzlssllz fted HiNls Qo dzj dz' dzts o B' dh BjLHjyds (

Hdzw L OndMmlkz | wy.

destedisdid BRHESIK! MY L odCttdMlsOddf® b db

G Iz dzv to dzci3(n,Ky tc OoWd L dzO U j deded d3 CF tsfigdlz'lsdusid osdad d53 € * d

ddzdyj® ds00dhzjdstisr Rdz sdf dg'*C O §ertatsds O G § 54

 dd3' edzd 30 OW ' daded 3d  f S fiy ARSI dZOHO W dztsz! W tSlp >

tc

A

T ~ =

Az fano —er

FAogRor @O g~

_Q
&z
(O]
o
&

isostejdzdzy fjtejrnBHE o' H fyObtiseots’™ HB Ml
i, OW' dzéarddts yiceds Gpedi@lsd wC fesfls e o' HStdlsd
Wow g OB dePBO’ fjtejlsotste)jdedzr, hts MWk’
lted fjodzdn tBRBjYJdedz? 7 2O § Otetsdz HEHPSC O s f
s<[(n+5)/2))29 " Hf s ' HOs Is! t' L d N d¥ tctscliedXdgd uts B2ODdats 6
sy’ OS2 Odetstdlsds 2 oadfOHCE MC"' dzyj dedztse 5t

B FS ST IZI R

T+ 9 o

&
O]
o
&
O]
=

ISSN 24114049. [ S tsdztse ' YdzO B L j SO |G BABB8 H 5C st fr


https://scholar.google.com/scholar_lookup?title=Using+graphic+methods+to+challenge+cryptographic+performance&conference=Proceedings+of+the+14th+Australian+Information+Security+Management+Conference,+Edith+Cowan+University&author=Cusack,+B.&author=Chapman,+E.&publication_year=2016&pages=30%E2%80%9336
https://scholar.google.com/scholar_lookup?title=Using+Graphic+Based+Systems+to+Improve+Cryptographic+Algorithms&author=Chapman,+E.&publication_year=2016
https://scholar.google.com/scholar_lookup?title=Using+Graphic+Based+Systems+to+Improve+Cryptographic+Algorithms&author=Chapman,+E.&publication_year=2016
file:///C:/Users/Сім'я/Desktop/роб%20зб%20№47/Vol%2013,%20No%201%20(2013)
file:///C:/Users/Сім'я/Desktop/роб%20зб%20№47/Vol%2013,%20No%201%20(2013)
http://dx.doi.org/10.2478/v10065-012-0047-6

LW BEBYy YoMk o &Ofmlsdosfmls' Odestedlsd DK qW clzo
(hodHSBH W, o dOMmide sl L ded, flsjf ez 5O
hqWtekzo Odzdz" ) Bldzd tojlsj d dgs HsMd Hy j d2 . 1 kdzts
LdzO2H ) dzs BoMdR' O@gttedlsd' @ 'L fls 2¢' Mlss HE C
©OL 5 L DOKPYEORED j% jShkdodts osdSstedmstokzo Olsd
fB' Bdd s o &ZOMIsdo tsPNEMKIBG, OC' w¢ cwOWd

v MisOlls' tsL ddz¥ H O Is! MWO X J figds L€ OF Jetisdzte & "Wy datslz! I
MdMmlsj &8d o' H sy ddeadrn ¢ ' Bj®OISOS LO HBfBSEEE
ZO ctOW d. l sded 3O Is "MISsilsdz to if Qdz'j o % @ dzdedzd
Odze sted Is BO 3] .

dlsOlslsw dzOH' 2h ZAOBHBEO I HOC o d2dzvIsO HEBS HkzCE
25.08.2023

uvmisddzj dzS s 1 OfMmddzr [ dzj SMOdzHtetso d y
HECbste-ddOIsLjfifods d yded = dzOE ¢, ftetsW j Mste, L Oo ' HEzoC
wdzmisd s g & B 3l g'ds Oy' 2 CdizsB Odz! degsée s ' de¥ ste 3Oy
vdz opicldt W dz msdzdzse j 2 ([ tsdzH s dg)

bHtc] MO BBABGOULV SO dzO, . sd,/13, yCtsd oM Cd2
ORCID ID: https://orcid.og/0000-:00022138-2357e-mail: vasulustimenko@yahoo.pl

lemlstse " Is [ dzj SMOdzHte wjtee’ 259 dy

COdzH dH OIs Isd nde ydzd = dzok ¢, dzZzOkzCso d2 M " otcss
CzsB Odz! desets ' deW stedBOY "' 2 dzgsets fesflsstclz | 1 U €t
bHte] MO BBABGOUVCtLO dzO, . sd,13, yYysCtsd oM Cd2
ORCID ID: https://orcid.orgd000-000232321787e-mail: sanyk_set@ukr.net

ISSN 24114049. [ S tsdztse ' YdzO B L j SO |G BABB8 H 5C st fr


https://orcid.org/0000-0002-2138-2357
mailto:vasulustimenko@yahoo.pl
https://orcid.org/0000-0002-3232-1787
mailto:sanyk_set@ukr.net

~ 133~

uvrs 004.7

Serhii Zaitse\t, D. S.(Computer science), professor, leading researcher
ORCID ID: http://orcid.orgd003-0001:6643 917X e-mail: szaitsev@tu.kielce.pl

Vladyslav Vasylenkd, Candidate of Engineering Sciences, SeRiesearcher
ORCID ID: http://orcid.orgd003:0001-:8156-1894e-mail: vladvasilenko9@gmail.com

Taras Trysnyuk?, Candidate of Engineering Sciences, Senior Researcher
ORCID ID: http://orcid.org/0008000236728242e-mail: taras24t@gmail.com

Natalya Sokorinsk&, Senior Researcher
ORCID ID: http://orcid.org/000@001-97137289e-mail: sokornata@ukr.net

lInstitute ofTelecommunications and the Global Information Space of the National Academy
of Sciences of Ukraine, Kyiv, Ukraine
2Central Research Institute of the Armed Forces of Ukraine, Kyiv, Ukraine

METHOD OF ADAPTATION OF CASCADE CODES
TO ENSURE RELIABILITY OF INFORMATION TRANSMISSION
OF WIRELESS DATA TRANSMISSION SYSTEMS

Abstract. Thearticle proposes a method of structural adaptation of cascade codes,
designed to ensure the specifrediability of information transmission of wireless
data transmission systems in the event of interference, due to the dynamic synthesis
of combined struares of cascade codes under conditions of a priori uncertainty.
The essence of the method is to iderhe internal structure of the code, due to
which the structure of the component codes of the turbo code is determined. It was
developed using the gremht method due to the implementation of a rsilp
iterative procedure for finding optimal systerarameters. Implementation of the
method allows to ensure the reliability of information transmission of wireless data
transmission systems. To check thteativeness of the method of structural
adaptation of cascade codes, a simulation model was developéte C++
programming language in the Visual Studio 2019 software environment, and
wireless data transmission systems were simulated. The simulatitts stsw that

the combined structure of building cascade codes together with OFDM technology
allows you to independently adapt the coding rate of each of the coding stages
depending on the results of the analysis of the reliability of information in this
cascade, which leads to the provision of the specified reliability of information
transmission, whiléhe BSPD bandwidth is reduced biy12% against 2035% of
known results. The use of Regdlomon codes in a sequential cascade scheme with
turbo codes duéo the adaptation of the coding rate of this cascade design allows
obtaining an energy gain of 0.6.7 dB without increasing the bandwidth of the
transmission system compared to systems that use only turbo codes. The obtained
results are of significant relyance and can be implemented in the development of
information transmission systems to ensure thab#ity of data transmission, both

in peacetime and in conditions of armed aggression of the Russian Federation
against Ukraine.

Keywords:a priori uncetainty, gradient method OFDM; ReedSolomon codes

turbo code coding rate simulation.
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INFORMATION TECHNOLOGIES OF SIMULATION OF BEAM
STRUCTURES USING MULTISPECTRAL SPACECRAFT MATERIALS

Abstract.The wak is devoted to solving the scientific and practical task of modeling
beam structures based on the materials of multispectral sipaages based on
aerospace and contact measurements. The effectiveness of the use of space survey
materials for the study il cover largely depends on the time of the survey. The
linear forms of erosion (waterholes, ravines) are deciphered on spacegoaphs,
which are displayed only on images with a spatial resolution-®fnieters in the
form of narrow, clearly delineatl contours that have a jagged shape.

The developed clustering algorithm makes it possible to more clearly identify beam
structures a satellite images in combination with data from digital terrain models
(DRM). A number of experiments were conducted omesset of remote sensing
data of Boryspil and c. Panchevo, Novoukrainsky District, Kirovohrad Region. The
experiments consisted intdemining the spectral and other features of the beam
structures (for example, the shape, soil types, etc.), which areetbga different
places of the territory that was investigated.

On images with a spatial resolution of more than 10 meters, ravieassaally not
displayed, but networks of beams with elongated wawlikeeshapes are clearly
visible. In the course dfie study, data from multispectral imaging from the Serfinel
satellite (MSI scanner) and DEM (Digital Elevation Model, DEM) dattaivied
through the SRTM 3 archive were used.

The research results showed that automating the process of highlightingtheznnes

on multispectral images with a spatial resolution of 30 m is very difficult. First of all,
this can be explained by tfat that the beam consists of vegetation that is also present
outside the beam. In addition, the number of channels of tMetE€Eanner and its
spatial ability are not enough for a clearer separation of the "beam" class.

Key words: information technologi® ecosystem; soils; topography; spectral
channels; remote methods; contact methods.
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