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INFORMATION AND MATHEMATICAL MODEL OF QUANTUM
COMMUNICATION CHANNEL STATE CONTROL PROCESSES

Abstract. The most protected and stable communication systems today are quantum
channels of information transmission and processing. Thanks to the unique
properties of photons as information elements, it becomes possible to monitor and
analyze the state of information flows in communication or information
transmission channels. Physical attributes such as spin, polarization, radiation
frequency, phase synchronization, and the quantum entanglement effect can be
tracked and interpreted online to improve the quality and reliability of information
in computer systems. In order to effectively use information in support or decision
support systems, it is necessary to carefully formalize the processes and indicators
of quantum systems for the creation of information processing and transmission, for
which information and mathematical models should be created that describe the
state of the quantum communication channel (QCC).

The information model should allow the convolution of the information space. The
mathematical model must prove the processes of tracking the states of quantum
information and provide a description of the phase state of indicators of the quantum
environment. A lock in a closed space with established cause-and-effect
relationships is equal to a system of clear logic.

The authors summarize the experience of developing and implementing the method
of simulated dynamic modeling of events in an abstract communication channel,
which allows formalizing and classifying cause-and-effect relationships of quantum
carriers in the analyzed channels. It is proposed to use a unified neural network for
the organization of SPPR in quantum-mechanical information transmission systems.
Such a network could provide an automatic intelligent system state analysis mode.
Such an analysis makes it possible to classify the aggregates of current system
parameters to the level of diagnostics of the state of information flows and
conclusions based on such diagnostics with the support of decision-making about
the quality and reliability of the transmitted information. Such a system, working in
OLAP (Online analytical processing) mode, could automatically manage the
process of generation and transmission of information, reacting without human
intervention to emerging critical errors or attempts at unauthorized system hacking.
The observer effect leads to the fact that an attempt to measure the state of a photon
inevitably causes an almost instantaneous change in this state. Attempting to
parallelize a photon has the same consequences. This cannot be unnoticeable during
further authorized acceptance of information. The analyzed quantum
communication channel (QCM) consists of a set of technological elements
distributed in space. The channel works in its own time, which is formed by clock
pulses and creates a flow of information.

Keywords: information, mathematical model, cryptography, quantum, neural
network, information protection, decision support.
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ucTutyT TenekomyHikauii i rmo6ambHoro ingopmauiitnoro mpoctopy HAH Vkpainu,
M. KuiB, Ykpaina

2CxigHoykpaiHchbkuil HalioHanbHUM yHiBepcuTeT iMeni Bonoaumupa Hans, M. Kuis,
VYkpaina

TH®OPMAIIIHHA TA MATEMATHUYHA MOJIEJIb ITPOLIECIB
KOHTPOJIIO CTAHY KBAHTOBOI'O KAHAJIY 3B’SA3KY

Anomauin. Haiibinew 3axuwjeHumu i CMIUKUMU CUCMeMAMU 383Ky HaA
CbO2OOHIWHIN OeHb € KBAHMOBI KaHAu nepedayi i 06pobku ingopmayii. 3agosaku
VHIKQIbHUM  8IACTIUBOCMAM (OMOHI8 5K IHOOPMAYIIHUX eleMeHmié Cmae
MONCIUGUM  GIOCMENCYSAMU | AHANIZYBAMU CMAH IHOOPMAYIUHUX NOMOKIE 6
Kananax 36's3xy abo nepeoaui ingopmayii. Taxi ¢pizuuni ampubymu, sIK CRiH,
NOMAPU3AYIS, HYACMOMA GUNPOMIHIOBAHHS, CUHXPOHI3ayisi (a3 ma egpexkm
K8AHMOBOI 3anaymanocmi, MONCHA GI0cniOKo8yeamu ma inmepnpemysamu 6
OHNIQUH pedicumi, wob nokpawumu SKicmb ma O00CMOGipHicmb Hpopmayii 6
Komn'tomeprux cucmemax. [lna mozo wob egexmugno 3acmocosygamu
iHGhopmayio 6 cucmemax cynpogoodceHHs ab0 NIOMPUMKU pilieHb, HeoOXiOHO
pemenvHo popmanizyeamu npoyecu ma NOKA3HUKY K8AHMOBUX CUCHIEM CIMEOPEHHS
00pobKku ma nepedaui ingpopmayii, 0na wozo cnio cmeopumu inpopmayitini ma
MamemamuyHi Mooeni, wo ONUCYIOMb CIAH K8AHM08020 Kanay 38'a3ky (KK3).
Inghopmayitina modenv nosuHHA 00360IUMU 320PMKY THPOPMAYIUHO20 NPOCMODY.
Mamemamuuna modenv nosunna niomeepoumu npoyecu GiOCMedCenHs CMaHie
K6anmosoi iHgopmayii ma Haoamu onuc Gazoeoco Ccmamy IHOUKAMOPI6
K8AHMO0B8020 cepedosuwa. 3amKHeHa cucmemd 6 HNpPOCMOpi 3 YCMANLeHUMU
NPUYUHHO-HACTIOKOBUMU 36 I3KAMU PIBHOZHAUHA CUCEMT YIMKOi T102IKU.
Asmopu y3azanbHioloms 00C6i0 po3podKU I GNPOBAOICEHH MemOdY IMIMAYIUHO20
OUHAMIYHO20 MOOEN08aHHA NOOJI 8 ADCMPAKMHOMY KAHALL 368 3KY, WO 00380J€E
Gopmanizyeamu ma Kiacupixysamu RPUYUHHO-HACAIOKOBI 36'13KU  K8AHMOBUX
Hociig 6 ananizoeanux kamanax. [na opeanizayii CIIIIP 6 k6anmogo-mexaHiunux
cucmemax nepedaui iHGopmayii RPONOHYEMbCS GUKOPUCMOBY8AMU YHIQIKOBAHY
Heliponny mepeoicy. Taxa wmepesxca mozia 6 3abesneuumu  asMOMAMUYHUL
iHmeneKmyanvHull  pedxcum awanizy cmawy cucmemu. Takuii awaniz  Oae
Moxcaugicmey  Kiacugikayii cykynHocmel NOMOYHUX Napamempis cucmemu 00
Pi6HsL OlaeHOCMUKY CMAHY THHOPMAYITHUX NOMOKIE | GUCHOBKI6 HA OCHO8I MaKoi
OdiacHocmuKu 3 NIOMPUMKOIO NPULHAMMS PIEeHHs Npo AKICMb ma HAJIUHICMb
nepeoanoi ingopmayii. Taxa cucmema, npayiowyu 6 OLAP (Online analytical
processing) pescumi, mozna 6 agMoOMamuyHo 3a6e3nevumu YnpasiiHHa npoyecom
eenepayii ma nepedayi ingopmayii, peazyrouu 6e3 empyuamHs JOOUHU HA
BUHUKAIOYT KPUMUYHI NOMUIKU abO cnpobu HeCaHKYIOHOBAHO20 3/10MY CUCHEMU.
Egexm cnocmepicaua npuzeooums 00 moeo, wjo cnpoba uUMIpHGAHHS CMAHY
@omona HemMuHyHe GUKIUKAE NPAKMUYHO MUMMEBY 3MiHY yboco cmany. Cnpoba
PO3NApanent08anHs omona mae mi g Hacaioku. Lle ne mooice Oymu Henomimuum
npu ROOAILULOMY CAHKYIOHOBAHOMY NputimManui ingopmayii. Kanan keanmosoeo
38’asky (KK3), wo ananizyemocs, CcK1a0aemvCcsii 3 MHONICUHU EXHOI0STUHUX
enemenmie, posnoodinenux 6 npocmopi. Kanan npayioe y enachomy uaci, ujo
dopmyembcs maxkmosumu iMIYIbCamu ma CMeoproe NOmix ingopmayii.
Knrouogi cnosa: ingopmayiiina, mamemamuyna mooennb, Kpunmozpagis, Keanm,
HeUpoOHHa Mepedxca, 3axXucm iHgopmayii, niompumra piuieis.
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Beryn

ABTOpaMu 3aIpoNoOHOBaHa HEWPOHHA MepeKa AJIs A1arHOCTUKY KBAaHTOBOTO KaHATY
3B'A3Ky — II¢ INTy4YHAa HEWpPOHHA MepeXa, sKa 3/1aTHA BUSBISATH Ta BHIIPABISATH
MTIOMWJIKH, IO BUHUKAIOTH IIJI dYac Iepemadi KBAaHTOBOI iHdopMamii Mix
BiT&JICHUMK  KBaHTOBUMH  cucremMamu [1-6]. Taka Mepexa  Moxe
BHKOPHCTOBYBATHCH IS TTiABUINEHHS HAIIMHOCTI Ta 6e3meKy KBAaHTOBOTO 3B'SI3KY,
a TaKOX JIJIsl TPUCKOPEHHS KBAHTOBUX O0YHCIICHb.

OnHuM i3 IPUKIAAiB Takoi HEHPOHHOT MEpPEXi € 3ropTKOBa HEWPOHHA MepeKa,
sIKa MOXXE BHUSBISATH TATOJOTIT B KBAaHTOBOMY KaHalli, Taki sK BTpata abo
nedopmariist GOTOHIB, HA OCHOBI aHaNI3y CHEKTPATHHIX XapaKTePUCTHK. 3TOPTKOBA
HEHpOHHA Mepeka CKIANAEThbesl 3 KUTBKOX INapiB, Y SKUAX BiOYBa€ThCs 3rOpTKa,
migBuOipka Ta Kinacudikaiis BXIIHUX JaHuX. 3ropTKOBa HEHPOHHA MEPEeKa MOXKE
OyTH HaBU€HAa Ha BENHKill KIIBKOCTI €KCIIEPUMEHTAJIBHHUX JaHWUX, OTPUMAHHUX 3a
PI3HHX YMOB KBaHTOBOTO KaHaNy, i TOTIM BHKOPUCTOBYBATHCS ISl iarHOCTHKH
HOBHX JJaHHUX B PEXKHMi PEATBHOTO Yacy.

ITocTanoBka 3agaui

B 3aranpbHOMy KOMILICKCI 3aXOiB IOAO0 3a0e3MEUCHHs HAI[lOHAJIbHOI Oe3MeKu
JeprKaBU BaXKITUBE MiCIle 3aiiMal0Th 3aX0/IH, TIOB’s13aHi 13 Oe3mocepeTHiM 3aXIUCTOM
iHpopMallii BiJ 3arpo3, pealizallis SKHX MOKe 3aBJIaTH 0C001, CyCIiIbCTBY, epKaBi
MOJIITUYHI, EKOHOMIYHI, (JiHAHCOBI Ta iHII 30UTKU.

Cepen 3arpo3 iHpopmariii 3a CBOIMH HeOE3MeYHIMHU HACITiIKaMH OCOOJIHBE MicIIe
3aliMaroOTh:

1. 3mo0yBaHHS TEXHIYHMMH PO3BiKaMH BifomocTell y cdepi 000poHH,
C€KOHOMIKH, HAYKH 1 TEXHIKH, 30BHIIIHIX BIIHOCHH, ACP>KaBHOT OE3MEKH Ta OXOPOHH
MpaBoIopsaKy. He3Bakarounm Ha MO3WTHBHI 3MIiHM B MIXHApPOIHINA OOCTaHOBII
HaBKOJO YKpaiHW, MJiSUIbHICTh TEXHIYHUX PO3BIJOK I1HO3EMHHMX JEepXKaB i3
3100yBaHHs HpopMaIIl npoaorxkyeThes. [Ipotn Ykpainu Oe3nepepBHO BEACTHCS
po3Bigka OaraTo(yHKI[IOHATHPHUMH KOCMIYHUMH, TOBITPSIHUMH, Ha3eMHHUMH,
MOPCBKUMH CHCTEMaMH Ta KOMIUIEKCAMH TEXHI4HOi po3Binku. [IpoBigHi kpainu
CBITY IIPOJIOBXKYIOTh MOJICPHI3yBaTH CBOT pO3BiTyBalibHI CITyKOH, BIIOCKOHAIIOIOTh
TEXHIYHY PO3BiJIKY, HAPOUIYIOTh ii MOXJIMBOCTI. HasBHI MOXJIMBOCTI TEXHIYHHUX
PO3BIIOK TPAaKTUYHO BXKE CBHOTOAHI JAIOTh 3MOTy 3ale3neuuTH OesnepepBHE
CIIOCTEPEIKSHHS 32 BCIEIO TEPUTOPI€I0 YKpaiHH, 1 y OJaNbIIOMY, 3aCO0H TEXHIYHOT
PO3BIIKH, 30KpeMa KOCMIYHOT KOMIIOHEHTH, OYJIyTh MaTH BUKJIIOYHO BHCOKI
XapaKTePUCTUKH, SKi JO03BOJISITH 3a0€3MEUUTH TIOCTIHHE CTEXKEHHS 3a BCIEO
TEPUTOPIEIO JAEPIKABU B PeaIbHOMY MacIITabi Jacy.

2. HecaHkiioHoBaHUit JocTy1 10 iHpopMallii, ska 00pOOIIIETCS Ta IIUPKYITIOE B
iH(pOpMaLiTHUX Ta TEJICKOMYHIKAL[ITHUX CHCTEMaX, a TAKOXK CIIEIiaJIbHUN BIIMB Ha
iHpopMaLilo 3 MEeTOI ii CHOTBOPEHHS, PyHHYBaHHS, 3HMIICHHS, MOPYIICHHS
HOpPMAalIbHOTO ~ (DYHKI[IOHYBaHHS cucTeM 0OpoOku iHdopmamii. 3a yMoBH
HEJIOCTaTHHOI HOMEHKJATypu 3aco0iB oOpoOku iHdopmalii Ta NOporpamMHOTO
3a0e3MeUeHHs] BITUM3HSAHOI PO3poOKH B  iH(pOpMaLiHHO-TeTeKOMYHIKaiHHUX
CHCTEMax INUPOKO BHKOPHCTOBYIOTHCS MPOIYKTH iHO3EMHOTO BHPOOHMIITBA, SIKi
31e0IIBIIIOT0 HE MAaIOTh 00 €KTHMBHUX OIIIHOK MEXaHI3MIB 3aXHCTy, a TaKOX
CTBOPIOIOTH TEPEIyMOBH BIIPOBAKCHHS B yCi CepH KHUTTEMISUIBHOCTI OCOOH,
CyCHUIbCTBA Ta JEpKaBH 1H(POPMALIMHUX TexXHONOTiH. Ile 3ymMoBHIIO MIHUpOKe
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posropraHHs iHGOpPMAIIITHO-TETEKOMYHIKAalIHHUX CHUCTEM, pi3Ke 30UTBIICHHS
o0csriB iHpopMarlii, mo oOpoOIIETECs 1 30epiracThCcs B IMX CHCTEMaX, 3HAYHE
30iJBIIICHHST KOJIa KOPWUCTYBauiB, SKi MaloTh O€3MocepenHili JocTynm Jio
iHhpopMaIifHNX  pecypcis, TOIIIO. [Ipu  mBOMY, 32 BIACYTHOCTI
KOHKYPEHTOCIIPOMOXXHUX ~ BITYM3HSHHMX  3pasKkiB,  IepeBara  HAIa€ThCs
iHpOpMaLliHHUM TEXHOJNOTiIM Ta TEXHIYHUM 3acobaM o0poOku iHdopmarii
1HO3eMHOTO BHPOOHUIITBA, SIKi 37A€01IBIIOr0 He 3a0e3MeuyroTh 3aXUCT iHpopMarlii,
a TaKOXK CTBOPIOIOTH EPEyMOBH HEKOHTPOJILOBAHOTO BUKOPUCTAHHS CHELiaTbHIX
MPOTpaMHUX Ta anapaTHUX 3aco0iB (“‘3aKkIagHUX TPUCTPOIB™). Y CBITi 30epiraeThes
TEH/ICHIIIsl TOINPEHHS MaclITabiB KOMIT FOTEPHOI 3JI0YMHHOCTI, PO3IIOBCIOKEHHS
KOMIT FOTEpHUX BipyCiB, HacaMIiepe]], 3 BUKOPHUCTAaHHSIM IHTEPHETY, iICTOTHO 3pOCTaE
HeOe3eka HACHiIKiB HeMPaBOMIpHUX JAild, TEXHIYHHUX 1 TEXHOJIOTIYHUX MOMHJIOK Ta
300iB TIpu 3acTOCyBaHHI iH(OpMAIIHO-TEIEKOMYHIKAIHHIX CHUCTEM, IO €
0COOJIMBO aKTyaJTbHO B yMOBaX IIMPOKOTO BXO/KEHHS BITYM3HAHUX iH(OpMaIliitHO-
TEJEKOMYHIKAI[ITHIX CHCTEM 10 TIIo0anbHuX. OKpeMIMH IepiKaBaMU Peai3y€eThCs
“koHIeniis iHGopMaIiiHOro MPOTHOOPCTBA”, sIKa TOJSIra€ B peaizallii 3axojiB
II0/T0 CTEiajJhHOTO BIUIMBY Ha iH(popMaIliiHy iHPaCTPYKTypy 3 METOIO YPayKEHHS
(3HumeHHs) iHGOpPMAIITHUX pecypciB Ta pyHHYBaHHS CHUCTEMH YIPaBIiHHSI B
cepax 000pPOHHU, CKOHOMIKH, Oe3MeKH, (hiHAHCIB TOIIIO.

3. Burik ingopmarii 3 00MeKXEHUM JOCTYIIOM TEXHIYHUMH KaHaIaMy BHACIIIJIOK
BUHUKHEHHSI TIOOIYHHX ENEKTPOMArHiTHUX BUIIPOMIHIOBaHb i HaBOJIB, BEIEHHS
AKyCTHYHOI Ta OINTHUKO-CJICKTPOHHOI PO3BiIKM B Oe3mocepenHiid OIM3bKOCTI Bij
o0’ekta iH(MopMamiiHOi nissibHOCTI. B mpomeci 3xilicHeHHs iH(opMamiiHOT
TUSUTBHOCTI st 30epiranHs, oOpoOKH Ta TiepefaBaHHs iHpOpMaIii, B TOMy 4HCHi i
iH(opMaIlii 3 0OMEKEHUM JTIOCTYIIOM, IIIMPOKO BUKOPUCTOBYIOTHCS TEXHIUHI 3aCO0N
pi3HOrO Tpu3HAYeHHs (3acO0M OOYMCITIOBATIbHOT TEXHIKH, OPrTeXHiKa, 3aCO0H
3B’s13KY, aBTOMaTHU30BaHi cucTeMu Tomio). Ha 00’exrax iHndopmaniiHOi JisIbHOCTI
3IICHIOETBCS OOTOBOPEHHS CIY)KOOBHX TIMTaHb 3a PI3HUMH HANPSMKaMH
JISUTHOCTI YCTAaHOBH, B XOJli IKHX MOX€ O3BYydyBaTHCS 1HPOpMAITis 3 00MeKEeHUM
nocryrnoMm. [Ipore, okpemi (i3udHI TpOIECH, IO BiI0OYBAIOThCS B TEXHIYHHUX
3acobax Ta mig wac oOroBopeHHs iH(opwmarii, Ta iHON ()aKTOpU CTBOPIOIOTH
00’€KTHBHI TepeIyMOBH ISl TIOSBH TEXHIYHMX KaHAIB BUTOKY iH(opMarlii, mo
3YMOBJIIOE HEOOXiJHICTh peai3allii 3ax0fiB 31 CTBOPEHHS KOMILICKCIB (CHUCTEM)
TEXHIYHOTO 3aXHCTy iH(OpMaIlii, CIpsIMOBaHUX Ha 3aro0iraHHs BUTOKY iH(GopMariii
LUMH KaHAJIAMU.

Ilpn MopnenroBaHHI BUKOPHCTOBYIOTHCS KBAHTOBI KOJHM, IO BHIIPABIISIOTH
noMuikd. [Ipu nepeaayi indopmaiiii 0 KaHay 3 IIyMOM, a TaKOXK IMPH BUKOHAHHI
KBaHTOBHX ollepauniii 0a’kaHO BUKOPUCTOBYBATH KOJ, SIKMM OyB OW CTiMKHMi 110710
MOMHJIOK. Y KJIIACHYHOMY BHIIQJIKy IPUHITUIIOBA MOYKIIMBICTD TAKOTO KOJIyBaHHS IPH
MIBUAKOCTSX Tiepe/iadi, MEHIIUX 3a TPOIYCKHY 3JIaTHICTh, BHUILUIUBAE 3 TEOPEMHU
[llennona. OmgHak 11 TeopeMa HE Ja€ KOHCTPYKTHBHOTO CIIOCOOY TMOOYAOBH
MEPEIIKOJOCTIHKOrO KOAY, 1 MPaKTHYHOMY BHUPIIIEHHIO 1€l mpo0ieMu NpUCBSIYeHa
3HAYHA YaCTHUHA JOCIIHKEHb 3 Teopii iHpopMallii, IO CTAHOBUTH TEOPII0 KOAYBAHHS.

Haiinpsimimmit cnoci® 3actpaxyBaTucsl BiJ MOMMJIOK IMOJIATa€ y TOBTOPEHHI
noBiloMJIeHb (110, 3BUYaHO, 3HIKY€E MIBHIKICTb mepenaui). Hexait B andasiti €
Bchoro n1Ba cuMBoiu 0, 1. Tomi mpuiryCTHMO, 110 HMOBIPHICTE 3MiHH OJHOTO 0iTa B
TIporieci mepeaadi JOPiBHIOE MaJlii BETWYUHI P, TaK IO WMOBIPHICTH 3MIHH JABOX
0iTiB p2 3HeBaxxaMBO Mana. PosrmsHemo kog 0 — 00, 1 — 11. Xoua meit kox i
JI03BOJIIE BHSIBUTH TA BUIIPABUTH JI€SIKI IOMMJIKH, BIH Ma€ ICTOTHUH HENOJIK:
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HaMpUKIAJ, Y CUTYyallii OAHI€] MOMWIKH y apyromy 4u mnepmomy outi 00 — 01,
11 — 01 Mu MOXEMO CKa3aTH, SKE MOBIJIOMJICHHS OYJI0 3aKOJI0OBaHO. AJle I[bOTO
HEJ0JIIKY MOXKHA MO30yTHCS, SKIINO OAaTH e oauH po3psa: 0 — 000, 1 — 111.
Taxkwit ko Oyze BxKe Ha 3aBajii CTIHKKM I10 BiTHOIIEHHIO 0 IIOMIUIKH B OYIb-SIKOMY
OTHOMY OWTi, B TOMY CEHCI, IO 3IIICOoBaHi cioBa, mo BuxoaaTh 3 000 i 111, Hikomn
He 30iraroThCs i TOMy OE3MOMMUIIKOBO MOMITHI [7—12].

Y KBaHTOBIiil cTaTHCTHII OE3MOMIUTKOBA MMOMITHICTh YHCTHX CTaHIB (2 MH TYT
MaTHMEMO CIpaBy TUTBKK 3 HAMH) PIBHOCHJIbHA OPTOTOHAIBHOCTI BEKTOPIB CTaHIB.
[IpsimoniHiiiHe y3aragbHEHHS KJIACHYHOI'O PELENTy ITOBTOPEHHS MOBIAOMIICHb Ha
KBaHTOBHH BHUINAJOK HAIITOBXYETHCS Ha TPYOHOLII — KBAHTOBY iH(OPMAILiO
HEMOXIIUBO PO3MHOXUTH. [lo cyTi KBaHTOBOI iH(OpMaIlii, M Yac mepenaqi depes3
KaHaJl 3 TIOMIJIKAaMH OE3[TOMMUIIKOBO TIOBHHHI HpHHMATHUCS sIK OA3UCHI CTaHH, Ta i
ycinski ix cymepnosumii |y). TakuM 4YuMHOM, TPSMOINIHIIHE y3araJbHEHHS KOIY
noBTOpeHHS V) — W) @ |v) & |v) € HesniticnennM. Ha meprimit mormsin, 3aBaanHs
3MTA€THCS HEPO3B'SI3HUM, TIpoTe y pobotax [1lopa i Ctina HezanexHo Oynr moOyq0BaHi
HepII TPUKIaIM KBAHTOBUX KOJIIB, SIKI BUMPABIISIOTH MOMIIKH [12—-17].

Heo0OxinHO po3poOuTH iH(opMalliiHy Ta MAaTeMaTHYHY MOJEI /IS 3TOPTKH Ta
3aMKHEHHS TPOCTOPY OOYMCIIOBaHR B 00JacTi BH3HAUYeHHS Ta oOsacTi
3aCTOCYBaHHS MOJIENeH, 0 IMITYIOTh peaibHi KaHaJll KBaHTOBOTO 3B SI3KY.

Bupimenns mocrasJieHoi 3axaui

ABTOpaMu y3arajbHeHa MaTeMaTHYHa MOJICIb MPOLIECIB KOHTPOIIO CTaHy CUCTEMH
KBaHTOBOI mepenadi iHpopmaiiii Ta alrOpuTMIB IMiATPUMKH PillleHb, 0 MOXKEe OyTH
MPe/ICTaBIECHA KOPTEXKEM:

GIQ=(PK,R,Qb,F(S),Kk, DSS), (1)

ne Pk = { pk j} — MHOKMHA MTOKa3HUKIB KBAHTOBOTO KaHAITy 3B’SI3KY;

R — muoxwuna perictpis kanaiy 3B'3Ky 10 po3psaax;
Qb —MHOxUHa iHpopMaLitHUX eneMeHTIB Q OiTiB, sKi (POPMYIOTh CTaH (POTOHHOTO
CepeoBHIa KaHATy 3B'S3KY;
. . . .
F(S)= { f(s; )} — (yHKIiS PO3pOOKU MPHUUHATTS PIllIEHHS, SK TIOBHE CIOP'€KTHBHE

BiJJOOpakeHHsI MHOXXHHU CHMIITOMIB S Ha MHOXXWHY pitieHs DSS;

KK - MHOXHHA MOKa3HUKIB KBAaHTOBOTO KaHaJIy 3B'A3Ky, IO BiJIOBIJAE
(hopMyBaHHIO CTaHy ITOPO3PSIHUX EICMEHTIB;

DSS — MHOXHHA eleMEeHTapHUX PillleHb, M0 (GOPMYIOTh AITOPUTMH Il B CUCTEMI
MiATPUMKH TPUNAHSTTS PilllCHb.

[lepenbauaeThes, 1110 BiIOMI IeTEpMIHOBaHI MOKA3HUKU (i3MYHUX HPOLIECIB, AKi
MOXYTh BHHHMKATH B - MIJCHCTeMi JUIf J-X CTaHiB, IO BioOpakae BEKTOP
CHUMIITOMIB Ha BEKTOP MOJiH:

fe, :S; —> @,

ij?

j=1.J, (2)
fe ] — Habip eJeMeHTapHUX MOJii, 10 MPU3BOAATH JO BiMOB B KaHai, Sij -
BEKTOp [apaMeTpiB, IO BiAIOBIIAE MOTOYHOMY CTaHy i-i MIACHCTEMH; @ — BEKTOP

(ha30BUX 3MIHHAX KBAaHTOBHUX ITPOIICCIB, SIKI MOYKYTh BUHUKHYTH B i-H MIICHUCTEMI.
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Posrnsimaerees y3aranpHeHa iHpopMartiiiina mogens HemrTaTHOI cutyamii B KK3
JUTSL aHATi3y 1 iepe0aYeHHs HACITIIKIB BiIMOB.

Hnst po3poOku HafmiiHOI cucTeMu Kiacudikamii cTaHy JiHIi KBaHTOBOTO
nepenaBaHHs iH(QOpMaIli TPOIOHYETHCS BHKOPHCTOBYBATH TIOpHUIOHI METOIN
aHami3zy Ta 3axWCTy BiJ HeOe3NeKW KaHaiB 3B'S3Ky, SKi, 3 OJHOTO OOKY,
3a0e3Meuyl0Th HaiiHICTh A1arHOCTYBaHHS CTaHiB CUCTEMH, a 3 1HIIOTO — HA/IAI0Th
MOXJIMBICTh AKTHBHOTO 3aCTOCYBaHHS MaTEMaTHYHOTO KOJYBAaHHS CHTHATIB I
301BIIEHHS HAIITHOCTI KaHAIB 3B'SI3KY /10 IPUHHATHOTO piBHA. Ha 0CHOBI TOCBiTy
BUKOPHUCTAHHS Pi3HUX KOJIB aBTOP PEKOMEHAY€E ONMMCAHUN HIDKYEe MOTU(IKOBaHUIHA
anroputM npotokosry BB84 Ta inmii #ioro pisHOBHIH.

Ines monsrae B HACTYMHOMY: € JJBa BiUTAJICHNX OAWH BiJl OJJHOTO YYacCHHKH, A Ta
B, siki moTpeOyIOTh CIiIbHUI OIHAPHUIA KITFOU, TOOTO MOCIITOBHICTD K = (K1, . . . , Km)
JnokuHE m. Llell kmoy ydacHUKH Oa)KaroTh BUKOPHCTOBYBATH JUIsi KOMYBaHHS Ta
JEKOyBaHHsSI CBOiX TIOBIIOMIJIEHP, SIKI TaKOXX € OIHAPHUMH MOCHTiIOBHOCTSIMHU
JOBKUHH M, 3a Aonomoroto omnepailii XOR mocuMBONBHO: Yk = Xk @ Kk, Xk = Yk D K.
Tyrx=(X1,. . . , Xm) — IOBIZIOMJICHHSI, SIKE KOIYETbCS, @y = (Y1, . . . , Ym) — 3aKOJIOBaHE
MOBIIOMJICHHS, sike A Bignpanise B s noganbinoro naexomysanHs. Lleit meron
KOyBaHHS/JIeKOyBaHHS BijoMuii sik mmdp Beprama.

IIpoTokon po3noaijay ceKpeTHOTro KJIK4a.

OCKIJIbKY KJTFOY Ma€ OYTH CEKPETHHM, BaXJIMBOIO MPOOJIEMOIO € 3HAXOKCHHS
croco0y Horo mepenadi (po3moairy) o0OM yYacHHKaM, 3a SKOTO KIF0Y HE MOXe
OyTHu mepexoruieHuil abo momkomkeHui. KBantoBa kpumnrorpadist mporoHye Taki
crocoOu (TPOTOKOJIH ), HaAIHHICTh IKUX MOYKE OYTH B IIPUHITUIII SK 3aBI'OJHO BUCOKA
i 3a0e3meuyeThCsl 3aKOHOMIPHOCTSIMH KBAaHTOBOI 1H(OpPMAaTWUKH, TaKUMHU SK
HEMOJKJIUBICTh KJIOHYBaHHS KBAaHTOBOTO CTaHy 1 JOJATKOBICTh MK KBAaHTOBHM
BHUMIPIOBaHHSM 1 30ypEHHSIM CTaHy.

VYci BUKIIa/IeH] HUKYE TPOTOKOIM BUKOPUCTOBYIOTh TOM (hakT, 1o cranu |0), |1)
30ypIOFOTHCS ITiJ] Yac BUMipIOBaHHs B 6a3uci {|+), |-)}, TouHimie, 3 iMoBipHicTIO 1/2
NEPeXoAATh y CTaH! [+) abo |—), i HaBNaKM, cTaHu [+), |[—) mia yac BUMipIOBaHHSA B
6aswuci {|0), |1)} mepexomaTh y cTaHM I[LOTO OA3MUCY.

[Iporokon BB84, 3anpomonoBanuii bennerom 1 bpaccapom, wMoxHA
Moan(iKyBaTH B HACTYIIHI KPOKU:

1. YyacHUK A CTBOPIOE [IBI BHITQJKOBI JABIMKOBI MOCTIIOBHOCTI a = (a,...,an),
b = (by,...,bn) moBxuHOIO N = (4+8)n, n > 1, TakoX BPaxoBYIOUH, 10 KOXKEH OIT ak,
by mezanexnmuii i mac posmomin {1, 1}.

2 2

2. YuacHUK A CTBOPIOE YHCTHI KBAaHTOBHUI CTaH 3 BEKTOPOM

‘¢> = ®l’:‘:1 ¢akbk > !
o) =10), o) =11,
1 1
)=l =T(048) =)= (0)-1)-
3. Yuacuuk A HaJcuIae ueﬁ CTaH Y4YaCHUKY B Bi,ZIKpI/ITI/IM KBAaHTOBHUM KaHAaJIOM.

Skuo kaHan ineanbHUH (IryM a00 CTOPOHHE BTPYYaHHS BiZICyTHi), To B oTpumye cTan
[w){y|, B iHIIOMY pasi — 30ypenuii cran E (|w){y|), ne E no3Hauae airo xaHamy.
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VYuacuuk B reHepye BUmaakoBy mociimoBHicTe b’ = (b1’ , ..., bn' ) i Ha k-my
Kpori 3fificHioe BuMiproBaHHsA B 0asuci {|0), |1)}, sxmo b’ = 0, abo B Gasuci
{+), |)}, saxmo by’ = 1. Pe3ynapraT #Oro BHMIpIOBaHb YTBOPIOIOTH JBIHKOBY
MTOCTiMOBHICTh 8’ = (a1', .. ., an’ ).

4. YyacHWMK A HaJCWIIa€ TOCTIIOBHICTH b ywyacHWKy B uepe3 BimkpuTHii
KinacuyHui KaHajn. B mopiBHioe b 3 b’ i moBimomisie A HOMepHu OiTiB, sKi
criBmagaroth (bx = by').

Sxmo kaHanm igeanbHUM, TO IS WX OITiB 3 IMOBIpHICTIO | BHUKOHYETBHCS
ak = aK’, 00 BUMIpIOBaHHS MPOBOAWIN B 0a3MCi, MO MICTUTh HaJICIaHUN CTaH.
3 BEJIMKOI0 HMOBIPHICTIO KUTBKICTh TaKHX OiTiB Maike JOPiBHIOE MOJIOBHHI BiJ N,
o AO0piBHIOE (2 + 6/2)n > 2n. SIKmI0 KUTBKICTh CHiBHazaodux OiTiB a 1 2’ 3HAYHO
BIJIPI3HAETBCS Big 2n, 1€ O3HAYa€ MOXKIUBICTH CTOPOHHBOTO BTPYYaHHS Yy
KBaHTOBUH KaHan mepenadi. Tomy ydacHMKM A i1 B mpunussioTe mepenmady i
HAMaraloThCsl YyCYHYTH MOKJIMBICTh BTpYYaHHSI.

5. A 1 B BUKOHYIOTH TeCTH, MO0 BHU3HAYMATU BEIWYUHY BTPYYaHb dYepes
MOXJIUBUH 1IyM a00 TijciayxoByBaHHs. J[s 1[boro A BHITaJKOBO OOHMpae n OITIB
Bi(LIBTPOBAHOTO KITIOYA 1 Iepesae IXHi 3Ha4eHHs (Pa3oM 3 HOMEpaMHu) YYaCHUKY
B uepe3 Bimkputuii xaHanm. IMOBipHICTH OoTpuMaTH < vn TOMWIOK y IUX N
KOHTPOJBHUX OiTax i MpH IpOMY > (V+e)n MOMHIIOK Yy pemTi OiTiB Mae MOPSIOK
exp[O(&°n)]. Tomy 32 BENMKMX N MOYKHA BBAXKATH, IO YaCTKa PO3OIKHOCTEH y HX

CEKPETHHUX 0iTax, 10 3THIIFITUCS, TPAKTUIHO JOPiBHIOE v. SK0 A 1 B BUABISIOTH,
IO V MEPEeBepIIye NEAKe MOPOroBe 3HAYCHHS Vi, TO BOHM BUPIIIYIOTH, IO OYJIO
BTPYYaHHS, 1 TAKOXK IPUITMHSIOTH Liei payH[ IpoToKoy. BenuunHa vt 3a51eXXuTh Big
TOro, LIO BiJOMO PO MOXJIMBOCTI mepexornoBaya E. Y miteparypi HaBOIATH
3HaueHHs v¢ = 0.11 + 0.25, 3anexxHO BiA BUIY aTak MepexoruioBada i
BUKOPHUCTOBYBAHMX 3ac00iB npoTuiii. Jlokmaauimie mpo e aus. y [3].

6. Skmo BcraHOBIIEHO, MO V < Vi, To0 A 1 B 3xiiicHIOIOTE "y3ro/KeHHS
iHpopmanii", mo0 ycyHyTH  HecmiBnaaiHHs  OiTiB, 1  "MigBUIICHHS
KOH(}1IeHIIHHOCTI" 3ATMIIKOBUMH ~ N 06iTaMH, 100 3HUIIUTH iHPOPMAIIi0, SIKY MIT
nepexorutd E mig wac momepenHix Biakputux omepariii. Ilpu mpomy myxke
KOPHCHOIO € BEpPXHs KBaHTOBA OIliHKAa KUTBKOCTI iH(opmarii mepexorumoBaya E.
OcranHi oneparii BiAHOCATECS 10 KiacuuHoi iHpopmaTtuku. B pesynbrati A 1 B
OTPUMYIOTH MXN OITiB CIIIJIBHOTO CEKPETHOTO KITFOYA.

[okaxkemo, 10 y pasi Manux o

P{2n < (#kb, =b,) < (2+8)n}> 1—2exp[—%n(52 +0(82))}. (3.1)

BBomsum GiT po3dixkHOCTI vk = bk @ by, maemo P{vk = 0} = P{wx = 1} =

N |-~

Mvk = = . imMoBipHicTb, 110 Hac HikaBuTh, KopiBHIOE (N = (4 + 8)n)

P{Zn sZN:vk < (2+8)n}=1—2P{ZN:(Vk <2n},

k=1

N |-

YHACTIIOK CHMETPIii pO3MOAITY CyMH IIOAO0 ii MaTeMaTHYHOTO OYiKyBaHHS
N/2 = (2 + 6/2)n, y Takomy pasi
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P{kZN;vk <2n}: P{%ﬁ;(vk —%j<—s}’

1 2n :£(5+0(5)). 3ayBaxuMo, 10 TIPU BUKOPUCTaHHI HEPIBHOCTI

E==————
2 (4+5)n 8
qe6nmeBa, Hiﬂ 4JacC OOBCACHHA 3aKOHY BCIIMKHX YHCCJI, BUILIMBAE

N
P iz‘,[vk—ij»e Dy 1 —0
N = 2

" Ne®  4Ng?
mpu N — oo. EkcroHenmianpHa orinka (3.2), Habarato TOYHIIIA 3a
€KCITOHEHIIIATbHY, 1[0 BUTUTHBAE 3 HEPIBHOCTI UepHOBa:

P{%i(\/k _%j < _g} = P{%i(vk —%} > g} < exp[—ZN (52 +(82)):|- (3.2)

k=1 k=1

ac

Le BurumBae 3 HactynHoro. Hexaii s > 0, Tomi

P iZN:(V —1j>8 =P CSZN:(V _EJ>GSNS <esNaMesi(V _lj
N&SUK 2)7 7 =G = | Y73
N
— efsNz; Mes(Vk —%) _ efst |:C05h E:lN _ e—N(ss—lncoshEJ '
2

HpI/I MaJIuX 3HAYCHHAX S
s ¢’
Incosh = = —+0(s?)..
2 8
3 iHmoro 60Ky,

SZ
max(sa—gjzkz,s >0,

JI0O TOTO X MaKCUMyM JOCSTaeTbcs st s = 4g. 3Bigcu orpumyemo (3.2), a
BpaxoBytoud, o N = (4 + §)n, maemo (3.1).

Ipotoxoa B92 (ionatkoBi aaHi).

1. YuacHuK A TeHepye BHIIQJIKOBY JIBIHKOBY MoCioBHICTh a = (al, ..., aN )i
Ha KOYKHOMY KpoIli kK CTBOPIOE YHCTHI CTaH 3 BEKTOPOM [yo) = |0), sikmio ak = 0, abo

|‘If1>=|+>=%(|0>+|1>),sn<1uo ax= 1.

. N
2. YyacHMK A BiAmpaBise CcTaH, 3aJal0Yd BEKTOPOM |¢>:®k:1

4,),

Y4acHHUKY B 10 BiIKpUTOMY KBAHTOBOMY KaHaIy.

Vuacuuk B renepye BHIAIKOBY IOCTIIOBHICTE a'=(ai',...,an"), ¥ K-Tomy kporii
BUKOHY€ BUMiproBaHHs y 06azuci {|0)|1)}, sxmo ax' = 0, abo y 6a3uci {|+)[-)}, a' = 1.
Cximamii 1omoc koxyerbes sk 0, miHyc sk 1. TakuM dYWHOM, pe3ylIbTaT
BUMipioBaHHS B yTBOproe mBiiikoBy mocaimoBHicTs b = (b1,...,bn). Cruix Takox

3a3HaunTH, mo ak = a', Tomi bk =0, ToMmy 3 bk =1 =8, # 8, ', To6T0 ak = 1- ay’.
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3. Yuacauk B Biampasise TOCTiIOBHICTH b y4acHWKY A 1O BIIKPUTOMY
KJIacCMYHOMY KaHaiy. A (BiamoBizHo B) 3anumiae Tiapku Ti OiTH HOCHiZOBHOCTI a
(BigmoBigHO a'), s skuX bk = 1. OTpuMaHi TaKUM YMHOM TaeMHi Oith ax = 1-ay'
CKJIAJaiOTh Bim(UTETPOBAHIM KITFOU.

4. HacTtymHi KpOKH aHAJNOTIYHI BIATIOBIAHIM KpoKaM mpoTokoiry BB84.

poroxoa EI1.

VYyacHuku A i B oTpuMyroTh "MOIOBUHKK" 3YETIJICHOTO CTaHy

N
|¢> = ®k:l ¢ak>
1 [g) = 5(1100)+ 1)) =+ )+, 33
2 2
e Tepimii q-0iT HaJCUIaeThCsl yUaCHUKY A, a Apyruii — B.

VYuacHUK A TeHepye BHIIAIKOBY ABIHKOBY MOCIIIOBHICT a = (a1, . . . , an ).
Ha k-my kpomi A mpoBomuth BuMiproBanus B 6asuci {|0), |1), skmo ax = 0, ab6o
B Oasuci {|+), |-)}, sxmo ax = 1, Ta orpumye pesymsTatd a’' = (ai’, . . ., an’ ).
Bignosigao B renepye mocmigoBaicts b = (b1, . . . ., by ), BuMiproe B 6a3uci,
obpanomy 3a by, i orpumye pesynbTatu b’ = (b, ..., bn').

3 piBuocti (3.3) BummBae, mo skmo Ha K-my kpori A i B mpoBomsth
BUMIpIOBaHHs B oJHakoBuX Oasucax: {[0), [1)} abo {|+), |-)}, TO BOHH OTpUMYIOTH
criBnaaaroui pe3yibrary, P{a’ = b’} = 1.

BuxopuctoByroun BiIKpuUTHI KiIacHYHWNA KaHai, A 1 B mopiBHIOIOTE a i b i
3aJIMINAITh Y BiAQIIBTPOBAHOMY KITFOUi TUIBKH Ti OiTH ' (BIMOBIIHO b'), 1151 IKKX
ak = bk, To6TO A i B BuKOpHCTOBYBanu Juis K-ro BUMIpIOBaHHS OJHAKOBI Oa3ucH.
VY upomy npoTokoiti OiTH NpocisHOro Kimoya ax’ = bk’ He mpocTo BiAOMparoTh, aje
CTBOPIOIOTH TIiJ] YaC BHUMipIOBaHb.

OmnwcaHi BUIIe MPOTOKOJIM PEai30BaHO B EKCIEPUMEHTI; OUIbIe TOTro, IS
NepIINX JBOX CTBOPEHO KOMEpLiifHI 3pa3ku oOmamHaHHS. JloBeneHHs TXHBOT
CTIHKOCTI € HENpOCTHM 3aBIaHHSM, SK€ BHMara€ 3aJ[ydeHHS BCHOTO
THCTpYMEHTapil0 KBaHTOBOI Teopii iHpopmalii.

BucHoBku

lopunHe BUKOpUCTaHHS iHTeNeKTyalbHOro aHamidy crtaHiB KK3 Ha ocHOBi
HEHpOHHOI Mepexi Ta KpunTorpagiuHUX NPOTOKONIB HPU CTBOPEHHI CTIHKHX
KIIO4iB Oe3nevyHoro MmuQpyBaHHS Ja€ NPUAHATHUH pPeE3yNbTaT IO 3axXHCTY
KBaHTOBUX KaHAJIB Bijl KiOep3amiB.

[Hdopmariiiina Ta MaTeMaTH4HA MOJIEIb, 10 PO3PO0JICHA aBTOPAMH, 1A€ 3TOPTKY
iHpOpMaLiiHOTO MPOCTOpY M0 piBHA, sAKUiA MoxHa oOumciautu. Koprex
iH(pOpMAaIIITHOT MOJIeNi MICTUTh 3aMKHYTI MaTeMaTHYHI BUPa3M Ta BiJOOpaKeHHS,
IO € TTaJIKUMH Ta HE MAOTh PO3PHBIB 1, TAKMM YHHOM, MOKYTh OYTH ITOX1JTHUMH,
110 He0OX1/THO /7151 pO3paxyHKiB Bar 3B’sA3KiB B HEMPOHHIM Mepexi.
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